
Background

The  is a platform 
through which the citizens of India can report a cyber crime 

committed against them online.



This portal was launched on  by the 
Ministry of Home Affairs. 



The Portal was launched along with the inauguration of the 
 

The entire idea and scheme of launching and curbing the 

cyber crimes in India was divided into seven different parts.
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Indian Cyber Crime Coordination Centre (I4C) in New Delhi.
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categories of cyber crimes



1. Against People - Includes cyber harassment and 
stalking, distribution of child pornography, credit card 
fraud, human trafficking, spoofing, identity theft, online 
slander (False statement about someone). 



 - includes DDOS (denial of 
service) attacks, hacking, virus transmission, typo 
squatting, computer vandalism (damage in digital form), 
copyright infringement, and IPR violations.



 -  include nation's 
sovereignty (power) and may include hacking, accessing 
confidential information, cyber warfare, cyber terrorism, 
and pirated software.

2. Against Property

3. Crimes Against Government
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Ecosystem Opportunitie

 The development of new technologies can 
help to prevent and detect cybercrime

 Increased awareness about cybercrime can 
help to protect victims

 Improved coordination between stakeholders 
can help to effectively
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Service Blueprint

Field Research

Vani-CyberDost only offers pre-
defined information and answers to 
frequently asked questions. 

Add Notification option 

Add language search option

Limited Languages

Type a reply...  Adding a direct chat to the chatbot 

During our field research in Dehradun, we had the opportunity to meet SI Sarvan Kumar, an expert in cybercrime. We gained valuable insights from 
him, asking numerous questions to understand the intricacies of the system, including inquiries about blueprint, ecosystem and other relevant 
aspects. We took victims interviews too. We got to know SI Sarvan Kumar journey, which has inspired us in many ways. 
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Problems identification

Key observation

Modification

Based on research and user feedback, some identified problems with the 
current Cyber Crime Reporting Portal Service include

 Users sometimes experience technical issues while 
using the portal

 Many people are unaware of the portal's existence 
or how to use it

 The portal's multilingual support is limited
 Some users may hesitate to report cybercrime due to 

lack of trust in the system
: The portal currently only focuses on a few types of 

cybercrime
: Vani-CyberDost only offers pre-defined 

information and answers to frequently asked questions.
 - Cybercrime reports only through website

Any notification sent via email or text message.



 Technical glitches:

 Lack of awareness:

 Language barriers:
 Lack of trust:

 Limited scope

 Chatbot Vani- CyberDost

 Interoperability
 Notification problem - 

Type your language... Search

 Ministry of Home Affairs 
(MHA

 National Cyber Security 
Centre (NCSC

 Indian Computer Emergency 
Response Team (CERT-In)

 Cybercrime investigator
 Cybercrime prosecutors 

(Legal Proceedings)

 Online platform provider

 Internet service provider 

(ISP) services

 Technical glitches and limited accessibility through website
 Lack of awareness and limited language support
 Chatbot lacks personalization and notification options limited
 Portal only covers few types of cybercrime and lacks trust
 Data analysis and training for officers need improvement.

Benefits

Benefits

 Enhanced Cultural Sensitivit
 Increased Public Awarenes
 Improved Trust and Confidence

 For Victi

 Reduced Stress and Anxiet
 Improved Accessibilit
 Tailored Suppor
 Clearer Communicatio
 Enhanced Trust


 More Efficient Case Managemen
 Reduced Caseloa
 Improved Victim Engagement

For Law Enforcement AI Chat bot

 Automatically saves all chat history 
between victims and Vani-CyberDos

 Enhanced Evidence Gatherin
 Improved Case Management

Benefits

Do Your Part Thank you 
Feedback Welcome#BeCyberSmart :)

     Benefits of Portal Notification Feature

: Victims receive immediate updates about 
their complaint file status, reducing uncertainty and anxiety

 Complaint file progress and officer decisions 
are transparently communicated, building trust in the system

 Timely notifications enable victims to address 
missing documents and resubmit files quickly, accelerating 
resolution

 Automating notification saves officers time and 
allows them to focus on critical tasks

 In-portal notifications ensure information 
reaches victims even if they miss email or text messages.

 Improved communication

 Greater transparency:







Faster resolution:

Reduced workload:

Enhanced accessibility:

Cyber Crime App: 



Report anywhere, anytime. Get 
help faster, stay informed, and 
protect yourself.


