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Salient Features of the Program Structure

The Program Structure has the following features:

1. 86 Credits hato be earned by a student to be eligible for a Post Graduate degree in Comput
Application MCA 2 years.

2. Course categories or baskets have been identified, and each program has the flexibility
choose number of credits in each basket, followiegegal guidelines of respective regulatory
bodies. Minor variations are allowed.

3. Courses under each basket will be updated from time to time. A faculty advisor will advis

students for registration of courses in the beginning of semester, depermbingthe
availability of seats.

Program Structure of MCA 2 Years

Basket/Area Min Credits | Credit per Courses
To be taken course

Language and Literature (LL)
Core: Professional Communication 3 3 1
Elective: Choose any 1 more LL course
Discipline Core (DC) 36 4 9
COA, SE, IJP, DBMS, AJP, DSA, OS, CN, Al
Discipline Elective (DE) 9 3 3
Elective: Choose any 3 courses
Ability Enhancement Courses (AEC) 8 4 5
Aptitude Building and Soft Skills
Skill Enhancement Courses (SEC) 8 4 5
Training-1, Training2
Free Electives (FE)
Elective: Choose any courses across Univers 6 3 2
course offerings
Minor Project 4 4 1
Capstone Project (TP)
Mode A: Project with a department faculty
Mode B: Project as part of Industry Internshig 12 12 1
Mode C: Project in an academic institute/lab
National Importance.
All Modes must be semester long
Total Credits 86
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A Sample Plan of Study

A Sample MCA Cohort Structure for 2 Years is mentioned below:

1% Year Sem 1
SNO Course | Course Name of Course L T P Credit
Code
1 CAF601 DC Computer Organization and 3 1 0 4
Architecture
2 CAF602 DC Software Engineering 4 0 0 4
3 CAF603 DC Introduction to Java 3 0 2 4
Programming
4 LAF181 LL Professional communication | 2 0 2 3
5 MAF451 FE Statistical Technique and 3 0 0 3
Applications
6 UCF 101| AEC | Aptitude Building & Soft 3 1 0 4
Skills-1
Total Credits 22
1 Year Sem?2
SNO Course | Course Name of Course L T P Credit
Code
1 CAF611 DC Database Managemefystems| 3 0 2 4
2 CAF612 DC Advanced Java Programming| 3 0 2 4
3 CAF613 DC Data Structures and 3 0 2 4
Algorithm*
4 CAF614 DC Operating System 3 0 2 4
5 DE Department elective 3 0 0 3
6 CSF306 | SEC | Technical Training 1 2 0 4 4
7 UCF102 | AEC | AptitudeBuilding & Soft 3 1 0 4
Skills-lI
Total Credits 27
Summer | Course | Course Name of Course L| T/| P | Credits
Code
1 CSF307| SEC | Technical Training 2 2|1 0] 4 4

Approved by the Academic Council at its 17" Meeting held on 24.03.2021




Course Structure& Syllabus of MCA
Applicable for Batch: 2021-2023

2" Year Sem 111
SNO Course | Course Name of Course L T P Credits
Code
1 CAF701 DC Computer Networks 3 0 | 2 4
2 CAF702 DC Artificial Intelligence 3 0 |2 4
3 DE Departmen€glective 1 3 0|0 3
4 DE Departmenglective 2 3 0|0 3
5 FE Free elective 3 0 0 3
6 CAF703 P Minor Project 0 0 |8 4
Total Credits 21
2" Year
Sem IV
Course Course Code Course Title L| T P | Credit
Category
PR UCF439 Capstone Project 0| 0| 24 12
Total 12

MCA 2 Years = 86 Credits
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Departmental Electives

Avrtificial Inteligence, Machine Learning and Robotics

Name of Courses LIT|P |C
CSF344 | Machine Learning 2(0] 2] 3
CSF342 | Fuzzy Logic and Neural Network 21110 | 3
CSF343 | Evolutionary Computing 2|10 2|3
CSF442 | Robotics 2|10 2|3
CSF441 | Deep Learning 2(0] 2| 3
CSF341 | R Programming 2(0] 2| 3

Data Science and Analytics
CSF345 | Introduction to Data Science 2101 2|3
CSF346 | Data Mining and Data Warehousing 211/ 0| 3
CSF344 | Machine Learning 20| 2|3
CSF443 | Big Data Analytics 2101 2|3
CSF441 | Deep Learning 2012 |3
CSF341 | R Programming 2lol 213
Internet of Things and Edge Computing
CSF351 | Advanced Computer Networks 20 2| 3
CSF347 | Wireless and Mobile Systems 3/0] 0] 3
CSF349 | Cloud Computing 2|10 2|3
CSF445 | Mobile & Wireless Network Security 2|10 2|3
CSF444 | Internet of Things 210l 21| 3
CSF348 | Mobile Application Programmingsing Android 210l 21| 3
Cyber security and Privacy
CSF352 | Number Theory and Cryptology 210l 21| 3
CSF353 | Foundation of Cyber Security 211101l 3
CSF354 | Data Encryption & Network Security 210l 21| 3
CSF355 | Cyber Crime & Investigation 210! 21| 3
CSF446 | Ethical Hacking & Digital Forensics 210l 21| 3
CSF445 | Mobile & Wireless Network Security 210l 21| 3
Computer Vision and Biometrics

CSF356 | Digital Image Processing 210l 21| 3
CSF358 | Computer Vision 211101l 3
CSF447 | Information Retrieval 310/l 0/| 3
CSF341 | Machine Learning 210l 21| 3
CSF357 | Satellite Image Processing 210l 21| 3
CSF448 | Biometrics Security 210l 21| 3
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Course Code

FFCBCS Baskets (other than DC/DE)

Language and Literature Credits

Name of Courses LIT|P [C
LAF181 | professional Communication 2102 |3
LAF182 | |ndianEnglish Literature 3lo0l0 |3
LAF183 | English Language Teaching 3/0l0 |3

Skill Enhancement

Name of Courses LIT|P |C
CSF306 | Technical Training 1 2104 |4
CSF307 | Technical Training 2 2104 |4
CEF309 | Value Added Training 1 0|04 |2
CEF403 | ValueAdded Training 2 0({0(4 |2
PEF 344 | Petroleum Reservoir Simulation using CMG 1102 |2
PEF 345 | Process Simulation using ASPEN Plus 1102 |2
PEF 364 | Pipeline Design using AUTOCAD 1102 |2
PEF 365 | Petroleum Reservoir Performance Analysis Using MBal and KAPPA| 1 | g |2 |2
ECF309 | Circuit Designing and Fabrication 10|12 |2
MEF307 | Measurement Techniques in Mechanical Engineering 1102 |2
MEF308 | CNC Machining Technology 1(0|2 |2
MEF309 | Computer aided Design & Drafting of Mech Components 10|12 |2
MEF104 | Workshop Practice 10|12 |2

DC MOOCS Courses (as advised by the departments) 21010 1|0

Ability Enhancement

Name of Courses LIT|P |C
CHF201 | Environmental Science 21010 |2
LAF285 Indian Constitution 21010 |2
MEF483 | Entrepreneurship and Starps 0/0(|4 |2
UCF102 | Aptitude and Soft Skills 21010 |2

Humanities and Liberal Arts

Name of Courses LIT|P |C
LAF281 | |ntroduction to Psychology 3|/0|0 |3
LAF381 | positive Psychology & Living 3/0/0 |3
LAF481 | Application of Psychology 3|/0|0 |3
LAF282 | HumanValues 3/0{0 |3
LAF283 | Literature, Language & Society 3/0{0 |3
LAF284 | Principles of Management 3|/0(/0 |3
LAF482 | |ntellectual Property Rights 3|/0|0 |3
LAF382 | Engineering Economics 3|/0{0 |3
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Free Electives

Name of Courses LIT|P |C

ECF482 | CellularCommunication Network (ECE) 21012 |3

ECF483 | Digital Image processing (ECE) 21012 |3

CSF381 | Software Project Management 3/{0/0 |3

MAF451 | Statistical Technique and Applications 3/o0lo |3
CEF404 | Capstone Project 0|10]|24| 12
CEF405 Industrial Internship 0/0|0 |12

Discipline Core
Pre — requisite

Name of Courses Courses LIT/P|C

CAF601 | Computer Organization and Architecture None 311101 4
CAF603 Introduction to Java Programming None 3/0l 2| 4
CAF614 | Operating Systems None 30| 21| 4
CAF611 DatabaséManagement Systems None 310/ 21| 4
CAF612 | Advanced Java Programming None 310l 2| 4
CAF602 | Software Engineering None 310l 2| 4
CAF701 Computer Networks None 310/ 21| 4
CAF702 Atrtificial Intelligence None 30| 21| 4
CSF305 | Data Structure and Algorithm None 310l 2| 4
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MCA Course Description Document

Department offering the course Computer Applications

Course Code CAF601

Course Title ComputerOrganizatiorandArchitecture
Credits (L:T:P:C) 3:1:0:4

Contact Hours (L:T:P) 3:1:0

Prerequisites (if any)

Course Basket Discipline Core

Course Summary

The course is proposed to teach the students the concepts of computer organization for several enginee
computing systems. Students will develop the ability and confidence to use the fundamemiaispofer
organization as a tool in the engineering of digital systems.

Course Obijectives

This course will facilitate the students to learn the fundamentals of computer organization and its relevance to
classical and modern problems of computer design.

Course Outcomes —

On successful completion of the course students will be able to -

1. This will help the students to be familiarized with the hardware components and concepts related to the cont
design

2. This will also help the students to be familiarizeith addressing modes, different types of instruction formats
3. Students will learn about various I/O devices and the I/O interface.
4. The student will be able to learn the hardware components and concepts related to the memory organization
5. Students will beable to get the theoretical concept of parallel processing and different types of

mul ti processor’s interconnection structures.
Curriculum Contents
Unit-1 Fundamental of Computer Design. [8L]

Basic Structure of Computersof@puter Types; Functional Units; Bus structure; PerformaRogcessor Clock,
Basic Performance Equation, Clock rate; Historical Perspective; Machine Instructions and Programs: Numbe
Arithmetic Operations and Characters; Memory Location and Addressrapi Operations; Instructions and
Instruction Sequencing

Unit-2 Instruction set, Assembly language and input/output Organization. [9L]

Machine Instructions and Programs: Addressing Mode; Assembly Language; Basic input and Output Operatior
Stacks andQueues; Subroutines; Encoding of Machine Instructions; Accessing I/O Devices; Intdmtgotsipt
Hardware; Enabling and Disabling Interrupts; Handling Multiple Devices; Controlling Device Requests;
Exceptions; Direct Memory Access; Standard 1/O Inteeé&PCl Bus, SCSI Bus, USB.

Unit-3 Pipelining and Parallel Processing. [8L]
Introduction to Pipelining; pipeline hazards; Implementation of pipeline; Instruction level parallelism concepts an
challenges: Basic compiler techniques for exposing R&ucing branch costs with prediction; Overcoming data
hazards with dynamic scheduling; hardwhesed speculation; Exploiting ILP using multiple issue and static
scheduling; Introduction to multicore architecture
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Unit-4 The Memory System. [6L]

Basic Concepts: Semiconductor RAM Memories, Read only memories, speed, size, and cost, cache- memor
mapping functions, replacement algorithms; cache performance; cache optimization; Virtual memory; Protectio
Virtual memory and virtual machines.

Unit-5 Arithmetic for Computers. [9L]
Addition and subtraction of signed numbers, design of fast adders, multiplication of positive numbers, signe
operand multiplication, fast multiplication, integer division, floatpaint numbers and operations.

Text Books:
1. John P. Hayes. Computer Architecture and Organizati%ﬁdﬁion, McGraw Hill, 2010
2. M. Morris Mano. Computer System Architectuf@Bd, Pearson
3. Carl Hamacher, Zvonko Vranesic, Safwat zaky. Computer Organizaliddion

Reference Books:
1. John L. Hennessey and David A. Patterson: Computer Architecture, A Quantitative AppfbEditio,

Elsevier, 2007
2. Kai Hwang: Advanced Computer Architecture Parallelism, Scalability, Programmabififgdizion, Tata
Mc Graw Hill, 2010

Teaching and Learning Strategy

All materials(pdf/ppts,assignmentstc.)will beuploadedn Moodle.Referto your coursein Moodlefor details.
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Department offering the course Computer Applications
Course Code CAF602

Course Title Software Engineering
Credits (L:T:P:C) 4:0:0:4

Contact Hours (L:T:P) 4:0:0

Prerequisites (if any)

Course Basket Discipline Core

Course Summary

Software Engineering(SE) comprisesthe core principles consistentin software constructionand maintenance:
fundamentakoftwareprocesseand life-cycles, mathematicafoundationsof softwareengineeringrequirements
analysis,softwareengineeringmethodologiesand standardnotations,principlesof softwarearchitectureandre-
use,softwarequality frameworksandvalidation,softwaredevelopmentandmaintenancenvironmentsandtools.
An introductionto objectorientedsoftwaredevelopmenprocessanddesign.

Course Objectives

Knowledge of basic SW engineering methods and practices, andpipeopriate application. Describe software
engineering layered technology and Process frame work. A general understanding of software process models <
as the waterfall and evolutionary models. Understanding of software requirements and the SRS documer
Understanding of the role of project management including planning, scheduling, risk management, etc.. Descri
data models, object models, context models and behavioural models. Understanding of different softwa
architectural styles. Understanding dahplementation issues such as modularity and coding standards.
Understanding of approaches to verification and validation including static analysis, and reviews. Understandi
of software testing approaches such as unit testing and integration testinogbéesftware measurement and
software risks. Understanding of software evolution and related issues such as version manageme
Understanding on quality control and how to ensure good quality software.

Course Outcomes

On successful completion of the course, students will be able to achieve the following:

1. Methods and tools to design, implement, test, document and maintain a software system

2. Access, retrieve and evaluate relevant professional information reliably.

3. Apply empirical and mathematics reseanogthods, technique and problem solving approaches for
developing software.

4. Be receptive to new ideas and innovation.

5. Ability to apply software engineering principles and techniques to develop-deae software systems.
Understand and implement varidypes of searching, sorting and hashing.

Curriculum Content

Unit |

(7L)
Introduction to Software Engineering, Software Characteristics, Software Crisis, Software Engineering Processe
Software Development Life Cycle (SDLC) Models: Water Fall Model, Prototype Model, Spiral Model,
Evolutionary Development Models, Iterative Enhancement Ndode
Unit 11

(7L)
Software Requirement Analysis and Specifications: Requirement Engineering Process: Elicitation, Analysis,
Documentation, Review and Management of User Needs, Data Flow Diagrams, Data Dictionaries, Entity
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Relationship diagrams, SoftwaRequirement and Specifications, Functional and-Famctional requirements,
Software Prototyping, Feasibility Study, Information Modeling, Decision Tables, SRS Document, IEEE Standard
for SRS, Software Quality Assurance (SQA),SHIIM Model.

Unit 111

(8L)
Design: Basic Concept of Software Design, Architectural Design, Low Level Design: Modularization, Design
Structure Charts, Pseudo Codes, Flow Charts, Coupling and Cohesion Measures, Design Strategies: Func
Oriented Design, Object Orientecfign, TopDown and Bottorrp Design. Software Measurement and Metrics:
Various Size Oriented Measures: Halestea8oftware Science, Function Point (FP) Based Measures, Cyclomatic
Complexity Measures: Control Flow Graphs.

Unit IV

(8L)
Software Reliability: Failure and Faults, Reliability Models: Basic Model, Logarithmic Poisson Model, Calendar
time Component, Reliability AllocationCoding: Top-Down and Bottom-Up programming, structured
programming, Compliance with Design and Coding Standards.

Software Project Management: Project planning and Project scheduling. Software Metrics: Size Metrics like
LOC, Token Count, Function Count. Cost estimation using models like COCOMO. Risk management activitie:
Software Reliability and Quality Assurand@eliability issues, Reliability metrics, reliability models, Software
guality, 1SO 9000 certification for software industry, SEI capability maturity mddemputeraided software
engineering (CASE), software reuse, compoitased software developmenttireme programming.

Unit V

(61L)
Testing: Objectives, Testing Tools & Standards. Unit Testing, Integration Testing, Acceptance Testing
Regression Testing, Tepown and BottordJp Testing Strategies: Test Drivers and Test Stubs, Path Testing,
Structural Bsting (White Box Testing), Functional Testing (Black Box Testing),
Maintenance: Corrective and Perfective Maintenance, Maintenance Process, Maintenance Models, Maintenan
Cost, Software R&ngineering, Reverse Engineering. Constructive Cost Models (GABZO
Software Quality Management: Software Quality Factors, Quality Assurance, Quality Standards, Software
Maintenance

Textbooks
1R. S. Pressman, “/Sogrnavatriet iEanrghet, MeGravihij o abd.h1992. 3
2.KK.Aggar wal & Yogesh Singh, *“Software Engineering’

3. Pankaj Jalote, Software Engineering, Wiley India, 2010

Reference Books

1. Rajib Mall, Fundamentals of Software Engineering, PHI Publication, 3rd Edition, 2009.

2. lan Sommenllie, Software Engineering, Addison Wesley, 8th Edition, 2011

3. James Peter, W Pedrycz, “Software Engineering’”,

Teaching and Learning Strategy
All materials(ppts,assignmentdabs,etc.)will beuploadedn Moodle.Referto your coursein Moodlefor details.
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Department offering the course Computer Applications

Course Code CAF603

Course Title Introduction to Java Programming
Credits (L:T:P:C) 3:0:2:4

Contact Hours (L:T:P) 3:0:2

Prerequisites (if any)

Course Basket Discipline Core

Course Summary

This course covers Java and fundamental programming techniques with primitive data types, variables, consta
assignments, expressions, and operators, selection statements, mathematical functions, charasirémgs,and
loops, methods, and arrays. Students will learn how to write recursive methods for solving inherently recursiy
problems. The next part will introduce objectented programming. Java is an objegented programming
language that uses abstiant encapsulation, inheritance, and polymorphism to provide great flexibility,
modularity, and reusability in developing software. Students will learn programming with objects and classe:
class inheritance, polymorphism, exception handling, abstraseslasterfaces, Text I/O and binary I/O.

Course Obijectives

The objectives of this course are to learn object oriented programming paradigm using Java as programm
language. Students will be exposed to fundamental concepts in java programming lafullosge] by object
oriented paradigm and its building blocks.

Course Outcomes

On successful completion of the course, students will be able to achieve the following:

1. Understand and implement fundamental programming techniques and data types, veoiastiests,
assignments, expressions, and operators of Java programming language

2. Understand and implement selection statements, mathematical functions, characters, and strings, loops,

Understand and implement methods, arrays and recursion using Java.

4. Understand and implement objemtiented paradigm using abstraction, encapsulation, inheritance, and
polymorphism.

5. Understand and implement objects and classes, exception handling, abstract classes, interfaces, Text I/C
and binary I/O

w

Curriculum Content

UNIT I: Introduction, Fundamental Programming Techniques

(6L)
Introduction the Java Language Specification, API, JDK, and IBEgating, Compiling, and Executing a Java
Program Beans. Iderifiers, Variables Assignment Statements and Assignment Expresdlamsed Constants
Naming ConventionsNumeric Data Types and Operationdumeric Literals Evaluating Expressions and
Operator Precedencéncrement and Decrement Operatokiimeric Type Conversions

UNIT 2:Selection Statements, Loops, Mathematical Functions, Characters and Strings

(6L)
Boolean Data Typeif StatementsTwoWay ifelse StatementdNested if and MukWay ifelse Statements
Logical Operatorsswitch Statement€onditional Expression®perator Precedence and Associativiipmmon
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Character Data Type and Operatigisype. The the dewhile Loop, the for Lood\ested LoopKeywords break
and continue

UNIT 3: Methods, Arrays and Recursions

(6L)
Defining a MethodCalling a Method Passing Arguments Byalues Modularizing CodeOverloading Methods
The Scope of VariableRefinement. ArrayCopying Arrays Passing Arrays to MethodsReturning an Array
from a Method Searching ArraysSorting Arrays The Arrays Clas§wo-Dimensional Array Basi¢gsPassing
Two-Dimensional Arrays to Methoddultidimensional ArraysRecursion, writing recursive codes in Java.

UNIT4: Object Oriented Paradigm

(12L)
Defining Classes for ObjectLConstructing Objects Using Constructolsccessing Objects via Reference
Variables Using Classes from the Java LibraBtatic Variables, Constants, and Methodsibility Modifiers,
Data Field EncapsulatipiPassing Objects to Methgdsrray of ObjectsImmutable Objects and Classése this
Reference

Class Abstraction and Encapsulatiarhinking in Objects Processing Primitive Data Type Values as Objects
Automatic Conversion between Primitive Typad Wrapper Class Typefhe Big Integer and Big Decimal
ClassesThe String ClassThe String Builder and String Buffer Classes

Superclass and Subclasséssing the super KeywordOoverriding Methods Overriding vs. OverloadingThe
Object Class and Its to String() Methdelolymorphism Dynamic Binding Casting Objects and the instance of
OperatorThe Obj ect 6s,Tleduway LissClade t ho d

UNIT5:Exception handling, Abstract Classes and Interfaces, Binary 1/0. Generics

(6L)
ExceptionHandling OverviewException Typesthe finally ClauseWhen to Use Exception€lasses. Abstract
Interfaces The Comparable Interfacdhe Clone able Interfac€lasses. IntroductigrHow Is Text 1/0 Handled

in Java? Text 1/O vs. Binary I/OBinary 1/0O Classeslotivations and BenefitdDefining Generic Classes and
Interfaces Generic Methods

Textbook(s)

1. Introto JavaProgrammingComprehensiv&ersion),by Y. Danid Liang. PublisherPearsorEducation;
Tenthedition(2018),ISBN-10: 935306578X]SBN-13: 9789353065782

Reference Books

1. Java- The Complete Reference, by Herbert Schildt, Publisher: McGraw Hill Education; Tenth edition (2017),
ISBN-10: 9789387432291SBN-13: 9789387432291

Teaching and Learning Strategy

All materials(ppts,assignmentdabs,etc.)will beuploadedn Moodle.Referto your coursein Moodlefor details.

S.NO EXPERIMENT NAME

1 Program in Java to design simple calculator for(¥,and /) using switch case

2 Program in Java to design accounts class and two functions withdraw () and
Q.

3 Program in Java to show the inheritance in java and use of super keyword.
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4 Program in Java to the concept of polymorphismdbgigning functions to sur
different type of numbers

5 Program to show the concept of method overriding in Java.

6 Program in Java that import the user define package and access the N
variable of classes that Contained by Package.

7 Program in C fo the creation of Binary Search Tree for its various operg
implementation.

8 Program in Java to handle the Exception using try and multiple catch block.

9 Program in Java to create a thread that Implement the Runable interface

10 Program in Java to create Frame that display the student information usir
components

11 Program in Java to create frame for course enquiry using Swings component

Approved by the Academic Council at its 17" Meeting held on 24.03.2021



Course Structure& Syllabus of MCA
Applicable for Batch: 2021-2023

Department offering the course Computer Applications
Course Code CAF611

Course Title Database Management System
Credits (L:T:P:C) 3:0:2:4

Contact Hours (L:T:P) 3:0:2

Prerequisites (if any)

Course Basket Discipline Core

Course Summary

The studentswill learn the basictheory of databaseThey will be able to designand developdatabaseausing
conceptualschema,logical schemaand physical schemaand are expectto learn how to write database
managemengystemsoftware . Theywill alsolearnsomeof thespecializedlatabases.

Course Obijectives

This course aims to edueastudents on the role of a wsttuctured relational database management system
(RDBMS) to the efficient functioning of an organization. This course covers theory and practice in designing
relational database management system with example of atcdataase product of MYSQL. Students also
learn about the important concepts of database integrity, security and availability with techniques liki
normalization, concurrency control and recoverability control.

Course Outcomes

On successful completion of the course, students will be able to achieve the following:

Apply and create Relational Database Design process with Normalization armirDalization of data.

Analyze and design database usinB Hata model by identifying éties, attributes and relationships.

To work on MySQL database management system.

To create database and query the database for information retrieval.

To design a database so that data redundancy, data inconsistency and data loss problems maylbe resc
Understand and implement Graphs and Graph Algorithms.

arwdpE

Curriculum Content

Unit 1: Introduction to Database System

(6L)
Introduction: Data baseSystemApplications,databaseSystemVS file System,Data Abstraction,Instancesand
SchemasgdataModels:the ER Model, RelationalModel & Other Models, Databasd.anguagesgdatabaseUsers
and Administrator, data base System Strudure, Storage Manager, the Query Processor,Two/Three tier
architecture.

Unit 2: E-R Modeling Data Base Design

(1oL)
E-R model: Basic concepts,Design Issues,Mapping Constraints Attributes and Entity sets,Relationshipsand
Relationshipsets Keys, Entity-RelationshipDiagram,WeakEntity Sets ExtendecE-R features.

Unit 3 Relational Model & SQL

(8L)
RelationalModel: Structureof relationalDatabasesRelationalAlgebra, RelationalCalculus,ExtendedRelational
Algebra
SQL: Formof BasicSQL Query,NestedQueries AggregativeOperatorsNULL values,Logical operatorsQuter
Joins,Complexintegrity Constraintsn SQL.
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Unit-4 Database Design Concepts

(8L)
DatabaseDesign: Schemarefinement,Different anomaliesin designng a DatabaseDecompositionsProblem
relatedto decompositionFunctionalDependencyNormalizationusingfunctionaldependencies,NF, 2NF, 3NF
& BCNF,Losslesgoin decompositionDependencypreservingDecomposition Schemarefinementin Database
Despn, Multi valuedDependencie€loser properties of Multivalued dependency, Join dependdhify, SNF.

Unit- 5: Transaction & Concurrency

(8L)
TransactionManagement:Transactiorconcepts,states,ACID property, schedule,serializability of schedules,
concurrencycontrol techniques- locking, timestamp,deadlockhandling, recoverylog basedrecovery,shadow

paging.

TEXT BOOKS

1. RaghuramaKrishnan, JohannesGehrke, Data base Management Systems, TATA McGrawHill 3rd
Edition,2003

2. SilberschatzKorth, DatabaseSystemConceptsMcGrawhill, 5th edition,2005

3. ElmasriNavate Fundamentalsf Databas&ystemsPearsoriEducation, 7tredition2016

REFERENCES

1. PeterRobé& CarlosCoronel,DatabaseSystemsiesign mplementationandManagement/thEdition,2006.
2. C.J.Date|ntroductionto Database&ystemsPearsorEducation 8th edition,2012.

3. Bayrosd., SQL, PL/SQLtheProgrammind-anguageof Oracle,BPB Publicationg2009) 4th ed.

4. HofferJ.VenkataramanR. andTopi, H., Modern DatabaseManagemenﬂ?earsor(ZOlG)12th ed.

Teaching and Learning Strategy

The teachingof studentswill be conductthroughpower point lectures,tutorials, and short classroomexercises
aimedat solvingreal life problems.The lecturematerialwill be availedto the studentdn Moodle to enablethem
haveappropriateeading.

List of Experiments

S.NO. EXPERIMENT NAME

Implementation of Data Definition language in Query Language.
Implementation of Data Manipulation in Query Language.
Insertion &Updation of records in Database table

Implementation of GROUP functions (avg, count, max, min, Sum).

Execution of the various type of SET OPERATORS (Union, Interg
Minus).

Apply the various types of Integrity Constraints on table

Creation of various types of JOINS.

Implementation of Views and Indices in database

Implementation of foreign key on database.

10 | Modify the database structure and drop the record witictsire

gl M wlN R Z

(ol o] N]Ne)]
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Department offering the course Computer Applications
Course Code CAF612

Course Title Advance Java Programming
Credits (L:T:P:C) 3:0:2:4

Contact Hours (L:T:P) 3:0:2

Prerequisites (if any)

Course Basket Discipline Core

Course Summary

This course covers advanced Java programming concepts that includes Java user interface programming
design, collections framework, multithreading, networking, java database programming. Students will also
introduced to technologies like Java be&weryvlets and JSP.

Course Obijectives

The objectives of this course are to learn advanced java programming techniques and technologies requirec
build applications at enterprise level with good user interface.

Course Outcomes

On successful completion of the course, students will be able to achieve the following:
1. Understand and implement JavaFX technolagies
2. Understand and implement java collections framework.
3. Understand and implement multithreading in Java.
4. Understand and implement networking and jdatabase programming.
5. Understand and implement enterprise level technologies like beans, servlets and jsp

Curriculum Content

UNIT I: user Interface

(6L)
Java FX vs Swing and AWThe Basic Structure of a Java FX PrograRanes, Ul Controls, and Shapé&he
Color Class The Font ClassThe Image and Imageiéiv ClassesLayout PanesShapes. EventdRegistering
Handlers and Handling Eventénner ClassesAnonymous Inner Class Handde Simplifying Event Handling
Using Lambda Expressionslouse EventKey EventsObjects. LabeledButton Check BoxRadio ButtonText
Field, Text AreaCombo BoxList View, Scrollbar, Slider.

UNIT 2:Java Collections Framework

(6L)
Collections, lIterators, Lists, the Comparator Interface, Static Methods for Lists and ColleGiengs and
Priority QueuesBinary Search Treeérray Lists Linked Lists Stacks and Queugslaps

UNIT 3: Multithreading

(6L)
Thread Concepts, Creating Tasks and Threads, The Thread Class, Thread Pools, Thread Synchronizat
Synchronization Using Locks, Cooperation among Threads, Case Study: Producen@omacking Queues,
Semaphores, Avoiding Deadlocks, Thread States, Synchronized Collections.

UNIT4: Networking and Java database programming
(6L)
Client/Server ComputindrelationalDatabase SystemSQL, JDBC, Prepared Statementallable Statement
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UNIT5: Enterprise programming

(12L)
Java Beans: The software component assembly mdtel java beans development-liieveloping beans JAR
files-IntrospectiorBound Propertie®ersistenceustomizers- java beans API. EJB: EJB architecturigJB
requirements-EJB session beanEJB entity bansEJB Clients. Java Servlet: Servlet overview, Brief origin and
advantages over CGI, Writing small Servlet Programs, Deployment Descriptor, Servlet Life Cycle, Sharin
Information, Initializing a Servlet, Writing Service Methods, Filtering Requests asgdrses, Invoking Other
Web Resources, Accessing the Web Context, Maintaining Client State, Finalizing a Servlet, Session: Definitio
Different ways to track sessions.JSP: Introduction to JSP, JSP processing, JSP Application Design, Tomcat Ser
Implicit JSP objects, Conditional Processing, Declaring variables and methods, Error Handling and Debuggin
Sharing data between JSP padgisaring Session and Application Data. Accessing a database from a JSP page
Application-specific Database Action, Develag Java Beans in a JSP page, introduction to Struts framework.

Textbook(s)

1. Introto JavaProgrammingComprehensiv&ersion),by Y. DanielLiang. PublisherPearsorEducation;
Tenthedition(2018),ISBN-10: 935306578X]SBN-13: 9789353065782

Reference Books

2. Java- The Complete Reference, by Herbert Schildt, Publisher: McGraw Hill Education; Tenth edition (2017),
ISBN-10: 9789387432291, ISBIM3: 9789387432291

Teaching and Learning Strategy

All materials(ppts,assignmentdabs,etc.)will beuploadedn Moodle.Referto your coursein Moodlefor details.

List of Experiments

S.NO EXPERIMENT NAME

1 WAP in java to perform basic arithmetic operations.

2 WAP in java to create database connectivity with organization database & display theofe
employee table.

3 WAP to implement Runnable Interface.

4 WAP to create 5 thread by extending thread class.

5 WAP to create table Register in database and perform navigation operation using Resul

6 WAP in JDBC to perform Transaction Management by using SetAutoCommit (), Comm
rollback () in the table student.

7 WAP in JDBC to insert Organization details by using Prepared Statement Interface.

8 WAP to demonstrate Life Cycle of Servlet.

9 WAP to switch ON and OFF the bulb by using visible bean.

10 Create a java application by implementing Generic Servlet Class.

11 WAP to display the utilization of HttpServlet Class.

12 Create login application in java by using MVC and MySQL.

13 WAP usingJSP code for describing all types of directive.
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Department offering the course Computer Applications
Course Code CAF613
Course Title Data Structures & Algorithm
Credits (L:T:P:C) 3:0:2:4
Contact Hours (L:T:P) 3:0:2
Prerequisites (if any)
Course Basket Discipline Core
COURSE SUMMARY

The course is a foundation level course and requires the knowledge of the C programming language. The col
outlines the detailed architecture and implementation of basic data structures such aQ&¢aess,Linked Lists,
Trees, and Graphs. It also covers the time and space complexity analysis of different searching and sort
techniques. Some of the searching methods include Linear Search, Binary Search, and sorting mechanism inclt
Bubble sort, Isertion sort, Selection sort, Quick sort, Merge sort, and Heap Sort. The course also incorporates t
study of various technigues (Divide & Conquer, Greedy, Dynamic Programming, Backtracking, and Branch &
Bound) to design an algorithm.

COURSE OBJECTIVES

The main objective of this course is to introduce the concept of data structure, how to choose a particular d
structure, and how the choice of a data structure impacts the performance of programs. The other objective r
include:
V How to select the apprapte data structure model specific to some application?
V Solve problems using data structures like Stacks, Queues, Linked Lists, Trees, Graphs, and writir
programs for these solutions using C code.
V Introduce the concept of algorithm writing, analyzingoaithms, converting pseudocode to appropriate C
code, and showing how one solution is better than others by analyzing their computational complexities.
V To introduce algorithms analysis and design techniques

COURSE OUTCOMES

On successful completion of theurse, students will be able to achieve the following:

The student will develop an ability to read, write, and analyze the time and space complexity of any algorithms.

1. Able to describe the properties, behavior, and implementation of basic data s¢rlikeir8tacks, Queues,
Linked List, Trees, and Graphs.

2. Able to convert pseudo code to its appropriate C code implementation.

3. Able to compare different searching and sorting techniques in terms of their memory usage and tin
consumption.

4. Analyzing complexiy issues of algorithms

UNIT 1: Unit 1: Introduction to Algorithms & Data Structure

@8L)
Introduction: Algorithms, Performance Analysis: Space and Time Complexity, Asymptotic NotaBign®h,
Omega, theta notations, finding complexity of dhgorithm

Searching:Linear and Binary SearchTechniquesand their complexity analysis.Sorting Algorithms and their
Analysis: SelectionSort, Bubblesort, Insertionsort, Quick sort, Mergesort,HeapSort.

Unit 2: Stacks, Queues and Link List

(7L)
Stacks:Introductionto Stacks Array representationf Stack,Operationsn Stack:Push,Pop,etc. Applicationsof
Stacks:Infix andPostfix ConversionEvaluationsof Infix andPostfix expressionsQueuelntroductionto Queue,
Array representatioandimplementatiorof queuesQperationf Queue Applicationsof Queue, Typesof Queue:
CircularQueue Priority Queue DoubleendedQueue Operation®n eachtype of Queueandtheir Applications.

Linked Lists: Representatiomnd Implementationof Single, Doule, and Circular Linked Lists, Operationson
Linked List: Insert, Delete, Traverseetc. Applications of Linked List, Linked List representatiorof Stackand
Queue.
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Unit 3 Trees and Graphs

(8L)
Trees:BasicTreeterminologies,Typesof Trees:Binary Tree,Binary SearchTree(BST), AVL Tree,B-Tree,and
Heap.Representatiomnd Implementationsof different typesof trees, Tree Traversalalgorithms,Operationon
trees:Insert,Delete,etc.,Applicationsof Tress.

Graphs: Introduction to Graph and their Terminologies, Types of Graph, Representation®f Graph, Graph
traversalalgorithms, Topological Sorting, Minimum SpanningTree, ShortestPath Algorithms: Single Source
ShortestPathlike BellmanFord, DijkstraandAll PairShortesPathlike Floyd-Warshall.

Unit 4 Greedy Algorithm

@8L)
Greedy Method: General method, Activity Selection, job scheduling with deadlines, fractional knapsack problen
Mi ni mum cost spanning t rsewceshétestmtk dHuffmantreend Pr i m’ s,

Unit 5: Dynamic Programming

(8L)
Dynamic Programming: General Method]l Knapsack, Matrix chain multiplication, longest subsequence, all pair
shortes paths, BacktrackingTravelling Salesman Problem, Graph ColoringQueen Problem, Hamiltonian
Cycles and Sum of subsets.

TEXT BOOKS:

1. Ellis Horowitz, Sartaj Sahni & Sanguthevar Rajasekaran, Fundamentals of Computer Algorithms, Galgoti
publications pvtLtd.

2. T. H. Cor men, C. E. Lei ser son, R. L. Ri vest and C

3. Mark Allen Weiss, Data Structures and Algorithm Analysis (Second Edition), Published by Addison
Wesley

4. A. M. Tenenbauml.angsamMosheJ. Augenten, DataStructuresusingC PHI Pub.1stEdition.1998

5. Sc haum’ sedeg'tD asthae u cTiMH.ri%Eslition Indian Reprint2014.

REFERENCE BOOKS:

1. R.C.T.Lee, S.S.Tseng, R.C.Chang and T.Tsai, Introduction to Design and Analysis of Algoristrasegic
approach, McGravill Education (Asia) ,2005

2. Aho, Ullman and Hopcroft , Design and Analysis of algorithms, Pearson Education India; 1st edition 2002
3. HorowitzandSahani’ F u n d a mkDataSat| rsu ¢ GalgotiaRublication,2” Edition. 2008.

4. RobertKruse,DataStructuresandProgramDesignin C PHI.2" Edition 2006.

5. Willam J. Collins, DataStructureandthe Standardremplateibrary —2003,T.M.H.1% Edition.

TEACHING AND LEARNING STRATEGY
All materialgppts,assignmentdabs,etc.)will beuploadedn Moodle.Referto your coursein Moodlefor details.

List of Experiments

S.NO. EXPERIMENT NAME

Program in C to Implement sorting algorithms

Program in C to Implement searching algorithms

Program in C for the creation of Stack fisrvarious operation implementation.

Program in C for the creation of Queue for its various operation implementation.

Program in C for the creation of Link list for its various operation implementation.

Program in C for the creation of Circulank list for its various operation implementation.

Program in C for the creation of Doubly Link list for its various operation implementation.

Program in C for the creation of Binary Search Tree for its various operation implementati

Programin C for the Implementation of basic Graph Algorithms.

Program in C to Implement-DKnapsack problem using Dynamic Programming

B
RiB|ojo|~Njo|us|wiN|-

Program in C to Implement all pair shortest path
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Department offering the course Computer Applications
Course Code CAF614

Course Title Operating System
Credits (L:T:P:C) 3:0:2:4

Contact Hours (L:T:P) 3:0:2

Prerequisites (if any)

Course Basket Departmental Core

Course Summary

This course will introduce the core concepts of operating systems, such as pracelsia®ads, scheduling,
synchronization, memory management, file systems, input and output device management and security. The co
will consist of assigned reading, weekly lectures, a midterm and final exam, and a sequence of assignments. °
goal of he readings and lectures is to introduce the core concepts. The goal of the assignments is to give stude
some exposure to operating system code. Students are expected to read the course materials prior to each clas
to participate in irclass discssions.

Course Obijectives

To understand the services provided by and the design of an operating system.

To understand the structure and organization of the file system.

To understand what a process is and how processes are synchronized and scheduled.

To understand different approaches to memory management.

Students should be able to use system calls for managing processes, memory and the file system.

= =4 =8 =8 =9

Course Outcomes

On successful completion of the course, students will be able to achieve the following:
CO1: Learn the general architecture& functioning of computers with operating system.

CO2: Describe, contrast and compare differing structures for operating systems.
CO3: Understand and analyze theory and implementation of: processes, resource cootnok(omnetc.).
CO4: Understands physical and virtual memory, scheduling, I/O and files

Curriculum Content
Unit 1: Introduction to Operating System. (8L)

Introduction: Components of a computer System, Operating system: User view & Systenitwidwtion of
operating system, Single Processor & Multiprocessor systems, Real Time System, Distributed Systen
Multimedia Systems, Handheld Systems.

Operating System Structure: Operating System Services, User Operating System Interfaces: €bimenardl

GUI, System Calls.

Unit 2: Management & Scheduling (6L)

Process Management: Process Concept, Process States, Process Transition Diagram, Process Control E
(PCB).CPU Scheduling: Scheduling Concepts, Performance Criteria, Scheduling QueueSchidlers,
Scheduling Algorithms: Preemptive & Non Preemptive: FCFS, SJF, Priority, Heoipith

Unit 3: Concurrent Processes & Deadlocks (8L)

Concurrent Processes: Principle of Concurrency, Producer / Consumer Probleper&ing Processes, Race
Condi tion, Critical Section Probl em, Pet er sBinings s
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Philosopher Problem; Inter Process Communication models and Schemes.

Deadlock: System Model, Deadlock Characterization, Prevention, Avoidanc®etedtion, Recovery from
deadlock.

Unit 4: Memory Management (7L)

Memory Management: Bare machine, Resident monitor, Multiprogramming with fixed partition,
Multiprogramming with variable partition, Multiple base register, Paging, Segmentdiituml memory concept,
Demand paging, Performance, Paged replaced algorithm, Allocation of frames, Cache memaory.

Unit 5: File Systems & 1/0 Management (7L)

File System: Different types of files and their access methods, various allocation mé&hdtEmagement and
Disk Scheduling: /O Devices, Organization of 1/O functions, Disk Structure, Disk Scheduling (FCFS, SSTF
SCAN, GSCAN, and LOOK).

TEXT BOOKS

1. SilberschatzGalvinandGagne,” Op e r SQysteme@ n ¢ eWileys 9th Edition 2018.

REFERENCES

1. HarveyM. Dietel,“ A Imtroductionto OperatingS y s t Rear$ojEducation1stEdition 2009.

2. D M Dhamdhere}, Op e r SysteamargConceptbasedA p p r o BHi. Brd Edition.2017.

Teaching and Learning Strategy
All materials(ppts,assignmentdabs,etc.)will beuploadedn Moodle.Referto your coursein Moodle

for details.

List of Experiments

S.No EXPERIMENT NAME

1 Implement the following algorithm FCFS, SJF, Round Robin, Priority ir
programming language only

2 Implement the concept ofork () system call using C programming in Lin
environment only.

3 Implement the concept of threading in OS. Prefer threading in JAVA only.

4 Write a C program to simulate produeggmsumer problem using semaphores.

5 Write a C programto simulatetheconcepof DiningP h i | o sprgblene r ' s

6 Write a programin Javato simulateB a n k @&gorithen

7 Write a C programto simulatethe following contiguousmemoryallocationtechniques
a>Worstfit b> Bestfit c> Firstfit

8 Write a C programto simulatethe disk schedulingalgorithmsa>FCFSb>SCANc> C-
scan

9 Write a C programto implementpagereplacemenalgorithmsa> FIFOb>LRUc>LFU
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Department offering the course Computer Applications
Course Code CAF701

Course Title Computer Networks
Credits (L:T:P:C) 3:0:2:4

Contact Hours (L:T:P) 3:0:2

Prerequisites (if any)

Course Basket Departmental Core

Course Summary

The course is a foundation level course and provides-degth description of computer networks. It begins by
introducing the fundamentals of data communication and proceeds through the protocol layering architecture.
covers the physical layer by iottucing the conversion of the analog and digital signals, transmission
impairments, and transmission media. It also includes the data link layer and its services through protoco
network layer, IP address, delivery & forwarding packets, and netlagek protocols. Finally, it describes the
transport layer & application layer that includes flow control, error control, congestion control, and applicatior
layer protocols like HTTP, FTP, SMTP, etc.

Course Obijectives

The main objective of this course is to introduce you the fundamental concept of computer networks, how to bui
a network, what are the software & hardware requirements, how to analyze a network for performance and qua
of service, and how two compusectonnected to a network communicate with each other.

Course Outcomes

On successful completion of the course, students will be able to achieve the following:

1. The student will develop an ability to describe what a computer network is and how datargoation

takes place between two computers connected to a network.

Able to explain the protocol layering architecture and what are the different functions of each layer.

Able to identify the requirements for network design in terms of hardware and softised in network
construction.

4. Able to explain the IPV4 addressing technique, including classful & classless address along with subnetting
5. Develop an ability to analyze a network for their performance, quality of service, and throughput.

wnN

Curriculum Content
Unit 1: Introduction to Computer Networks

Data Communicationand Network Fundamentals:Components a Data CommunicationSystem,Data Flow,
ComputerNetwork and Internet,Network Topology, Network Models, Network Protocols,The Internet,History
of ComputemNetworkandthelnternet.

Network Model and Layering Architecture:Networkcore: PacketSwitch and Circuit Switch Network, A Network
of Networks,Delay,Loss,andThroughputin PacketSwitchedNetworks,ProtocolLayerandtheir ServiceModel:
LayeredArchitecture,OSlandTCP/IPmodel.

Unit-2: Physical and Data Link Layer

Physical Layer: Introdudion to Physical Layer, Data and Signals, Analog and Digital Signal, Transmission
Impairments, Digital-to-digital conversion, Analogto-Digital Conversion, TransmissionModes: Parallel and
serial, Digital-to-Analog Conversion, Analogto-Analog Conversion, Multiplexing: FDM, WDM, TDM,
TransmissiorMedia: GuidedandUnguidedMedia,
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Data Link Layer: Introductionto DataLink Layer,Serviceprovidedby the DataLink Layer,Error-Detectionand
Correction Techniques,CRC, Checksum,Media AccessControl: Randomaccessprotocol, Controlled Access
Protocol EthernetandEthernetProtocol

Unit 3: Network Layer

Introductionto Network Layer, Packetswitchingat networklayer, Network Layer Services Logical Addressing,
IPV4 addresseslassfulandclasslessSubnetting Delivery and Forwardingof PacketsDirect Delivery, Indirect
Delivery, Next-hop method, Netwak Specific Method, Host Specific Method, Forwarding with classful and

classlessddressingRouting, Structureof a RouterandswitchingtechniquesNetwork Layer Protocolsike ARP,
RARP,ICMP etc.UnicastRoutingProtocol:RIP, OSPF BGP, Multicast Rouiing Protocol.

Unit 4: Transport Layer

Introductionand TransportLayer ServicesProcesgo-Proces€CommunicationEncapsulatiorand Decapsulation,

Multiplexing and Demultiplexing, Flow Control, Error Control, Congestion Control, Connectiodess ard

Connectiororiented services, TransportLayer Protocol: Simple protocol, Stopandwait protocol, Go-backN

protocol,Selectiverepeatprotocol, TCPandUDP.

Unit 5: Application Layer

Introductionto Application Layer, Application Architecture:Client-Sever,Peerto-Peer,ProcessCommunication,

ClientServercommunicationinterface: Socket, IP, Using the servicesof TransportLayer, Application Layer

ProtocolsHTTP,FTP,SMTP,POP,IMAP, DNS.

Textbook(s)

1. BehrouzForouzanDataCommunicationsandNetworking; TataMcGraw-Hill; 5th Edition,2012.

2. JamesF. Kurose and Keith W. Ross, Computer Networking: A Top-Down Approach (4th Edition),
Pearson/AddisciiVesley,Inc. (2008),

Reference Books

1 AndrewsS. TanenbaumDavid J Wetherall;ComputeMNetworks;PearsorEducation;5th Edition, 2012
1 Petersonlarry L., andBruceS. Davie.Computemetworks:a systemsapproachElsevier,2007.

Teaching and Learning Strategy
All materialgppts,assignmentdabs,etc.)will beuploadedn Moodle.Referto your coursein Moodle
for details.

List of Experiments

S.NO. EXPERIMENT NAME
1 Simulate a network having two communication node using Cisco packet Tracer.
2 Simulate anetwork having 4 communication nodes with one switch.
3 Simulate a network having Two subnet using 2 switch, one Router and 6 node

Cisco packet tracer

4 Simulate a network having Two subnets and two Routers using DTE/ DCE Cabl

user definedlock rate.

5 Simulate a network using Star Topology Using Cisco packet Tracer.
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6 Simulate a network using Bus Topology Using Cisco packet Tracer.

7 Simulate a network using Ring Topology Using Cisco packet Tracer.

8 Simulate a network using Me3lopology Using Cisco packet Trace.

9 Create a DHCP server using Cisco packet tracer

10 Implement Intra domain and Inter domain routing Protocol using Cisco Packet Trg
11 Implement Bit Stuffing using Turbo C++ Editor.

Evaluation Scheme

Evaluation Instrument | Weightage
Mid TermTest 20%
Assignments 10%
Laboratory 20%
Quizzes 10%
Final Exam 40%
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Department offering the course Computer Applications
Course Code CAF702

Course Title Artificial Intelligence
Credits (L:T:P:C) 3:0:2:4

Contact Hours (L:T:P) 3:0:2

Prerequisites (if any)

Course Basket Departmental Core
COURSE SUMMARY

The course will start with a brief introduction to artificial Intelligence. This course includes basic Al search
techniqueslike A*, BFS, DFS. Introduction to Prolog is also important part of the conténawledge
Representation, Reasoning Planning and Learning being requirement for development of expert system is also |
of this course.

COURSE OBJECTIVES
The course iproposed to teach concepts of Artificial Intelligence. The subjecpvallide the foundations for Al

problem solving techniques and knowledge representation formalisms.

COURSE OUTCOMES

On successful completion of the course, students will be ahlkehteve the following:

CO1.: Ability to identify and formulate appropriate Al methods for solving a problem.

CO2: Ability to implement Al algorithms.

CO3: Ability to compare different Al algorithms in terms of design issues, computational complexity, and
asumptions.

CO4: Student will be able to use the concepts of Al for real world problem solving.

CO5: Visualize the basic use of Al algorithms and their implementations in laboratory.

CURRICULUM CONTENT

Unit | (8L)

Introductiors Definitions, Intelligent Agents, Problem solving and Seakghinformed Search, Informed Search,
MiniMax Search, Constraint Satisfaction Problem, A*, Best Search, DFS, BFS.

Unit 11 (7L)
PrologIntroduction to Prolog, Syntax and MeaningsRyblog Programs, Operators and Arithmetic, Prolog for

Artificial Intelligence.

Unit 111 (7L)
Knowledge Representatiointroduction, Approaches and Issues in Knowledge Representation, Propositional

Logic and Inference, Firgdrder Logic and Irdrence, Unification and Resolutidexxpert Systems
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Unit IV (81L)
ReasoningIntroduction, Types of Reasoning, Probabilistic Reasoning, Probabilistic Graphical Models, Certainty

factors and Rule Based Systems, Introduction to Fuzzy Reasoning.

Unit vV (7L)

Planning and Learningntroduction to Planning, Typ&Sonditional, Continuous, Muklfgent. Introduction to
Learning, Categories of Learning, Inductive Learning, Supervised and Unsupervised & Reinforcement Learnin
Basic Introductiorto Neural Net Learning.

TEXT BOOKS:
1. Stuart J. Russell and Peter Norvigrtificial Intelligence: A Modern Approach”, Pearson Education
Asia, Third Edition, Latest Edision.

2. Elaine Rich, Kevin Knight and Shivashankar B.Nair * Ar t i f i ci al I n t-Hll| Uatesg e n ¢
Edision.
3. Nils J. Nilsson, -‘AAew Syfthesisl, aldrcoulrt MdiaePvt] Lidg BargareKaufmann,

Latest Edision.
REFERENCE BOOKS:

1. lvan Bratko, “Prolog ProgeammPegréon EBductattcbal
2. Dan W, Patter son, “I“ntroduction to Artificial
Edision.

TEACHING AND LEARNING STRATEGY
The teaching of students will be conducted through power point lectures, tutorials, short classroom exercises ain
at solving real life problems. The lecture matefjalf/ppts,assignmentdabs,etc.)will be availed to the students

in Moodle (Ims.dituiversitu.edu.in) to enable them have appropriate reading.

Evaluation Scheme

Evaluation Instrument | Weightage
Mid TermTest 20%
Assignments 10%
Laboratory 20%
Quizzes 10%
Final Exam 40 %
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List of Experiments

S. No. EXPERIMENT NAME

1 I ntroduction to PROLOG programming,

2 Defining Clauses and Predicates, Variables, Anonymous Variables.

3 Arithmetic Operators, Arithmetic Functions and Logical Operators (NOT, conjun
disjunction).

4 Binding Variables and Backtracking & Concept of Unification.

S Implementation of Recursion in PROLOG.

6 Implementation of LIST and builh predicates of LIST in PROLOG.

7 Implementation of Stat8pace Searching Problem using PROLOG (Waidey or 8
Queengroblem).

8 Universal and Existential Quantifier Variables in PROLOG.

9 Knowledge Base and Rule Base Creation for a specific domain in PROLOG.

10 Implementation of Resolution process in PROLOG.

11 Implementation of an Expert System for a particular aiom
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CSE/IT/MCA Specialization Tracks

Artificial Intelligence, Machine Learning and Robotics

S. No. Course Title (Proposed) Credits: LTPC
1. Machine Learning 2023
2. Fuzzy Logic and Neural Network 2103
3. Evolutionary Computing 2023
4 Robotics 2023
5. Deep Learning 2023
6. R Programming 2023

Data Science and Analytics

S. No. Course Title (Proposed) Credits: LTPC
1. Introduction to Data Science 2023
2. Data Mining and Dat&Varehousing 2103
3. Machine Learning 2023
4 Big Data Analytics 2023
5. Deep Learning 2023
6. R Programming 2023

Internet of Things and Edge Computing

S. No. Course Title (Proposed) Credits: LTPC
1. Advanced Computer Networks 2023
2. Wireless and Mobile Systems 3003
3. Cloud Computing 2023
4 Mobile & Wireless Network Security 2023
5. Internet of Things 2023
6. Mobile Application Programming using Android 2023
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Security and Privacy

S. No. Course Title (Proposed) Credits: LTPC
1. Number Theory and Cryptology 2023
2. Foundation of Cyber Security 2103
3. Data Encryption & Network Security 2023
4 Cyber Crime & Investigation 2023
5. Ethical Hacking & Digital Forensics 2023
6. Mobile & Wireless Network Security 2023

Computer Vision and Biometrics

S. No. Course Title (Proposed) Credits: LTPC
1. Digital Image Processing 2023
2. Computer Vision 2103
3. Information Retrieval 2023
4 Machine Learning 2023
5. Satellite Image Processing 2023
6. Biometrics Security 2023

Track: Artificial Intelligence, Machine Learning and Robotics

S. No. Course Title Credits: LTPC
1. Machine Learning, 5Sem 2023
2. Fuzzy Logic and Neural Network,"Sem 2023
3. Evolutionary Computing, '6Sem 2023
4 Robotics, 6" sem 2023
5. Deep Learning, 7Sem 2023
6. R Programming, 7sem 2023
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Department offering the course Computer Applications

Course Code CSF344

Course Title Machine Learning

Credits (L:T:P:C) 2:0:2:3

Contact Hours (L:T:P) 2:0:2

Prerequisites (if any)

Course Basket Avrtificial Intelligence, machine learning and
robotics(DE)

Course Summary

This course is designed to provide an introduction to techniquesalgmdthms in machine learning, beginning
with topics such as classification and linear regression and ending up with more recent topics such as supy
vector machines, decision tree, and Bayesian networks. The course will give the student the baamdideas
intuition behind modern machine learning methods as well as a bit more formal understanding of how, why, ar
when they work.

Course Obijectives

This course is designed to provide knowledge about basic concepts of Machine Learning, identify machir
learning technigques suitable for a given problem, solve the problems using various machine learning techniqu
apply Dimensionality reduction techniques and design application using machine learning techniques.

Course Outcomes

1. On successfudompletion of the course, students will be able to achieve the following:

2. Differentiate various learning approaches, and to interpret the concepts of supervisddsapdrvised
learning.

3. Compare the different dimensionality reduction techniques

4. lllustrate the working of classifier models like SVM, Neural Networks and identify claddifidel for typical
machine learning applications

5. Apply clustering algorithms and identify its applicability in real life problems

Curriculum Content

Unit 1: Introduction

Introduction: Probability Theory, Overview of machinelearning: Unsupervised Supervised,Reinforcement,
Programsrs learningalgorithms,goals& applicationssoftwaretools, machinelearningproblems,component®f
a learning, types of learning. Aspectsof developinga learning system:training data, conceptrepresentation,
functionapproximation.

Unit 2:

Regression & Clustering

Regression: LinearRegressionRidgeRegressionSensitivityAnalysis,Multivariate Regression.

Clustering: DistancemeasuresDifferent clusteringmethodgDistance Density, Hierarchical),lterative distance
basedclustering,dealingwith continuouscategoricalvaluesin K-Means,Constructinga hierarchicalcluster,K-
Medoids k-Mode anddensitybasedclustering Measureof quality of clusteringHidden Markov Model.

Unit 3: Classification
Classification: BayesianLearning(Bayestheorem BayesOptimal Classifier,Naive Bayesclassifier),K-Nearest
Neighbors SupportvVectorMachines DecisionTrees BoostedT rees,RandonmForest, CART, Gradientboosting.

Unit 4: Dimensionality Reduction
Dimensionality Reduction: Featureselection,principal componentanalysis, linear discriminantanalysis,factor
analysisjndependentomponengnalysis multidimensionakcaling,manifoldlearning,bandselection.
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Introduction to Analytical Learning, Combining Indive and Analytical learning, Reinforcement learning,
adaptive hierarchical clustering, Gaussian mixture model.

Unit- 5: Neural Networks

Artificial Neural Networks: The perceptronalgorithm, multilayer perceptronpackpropagationintroductionto
DeepNeuralnetworks,RecurrenNeuralNetworks(RNNs)andConvolutionalNeuralNetworks(CNNSs).
Textbook(s)

3. TomMitchell, MachineLearning,McGrawHill, Latest Edision
4. EthemAlpaydin, Introductionto MachineLearning,PHI, Latest Edision.

Reference Books
1 ChristopheBishop,PatternRecognitionrandMachineLearning,Springer,Latest Edision
1 StepherMarsland MachineLearning:An Algorithmic PerspectiveCRCPress| atest

Edision

List of Experiments:

S. No. Title of experiment

Exp 1: Environment Set-up
1 Download seup files

1 1 Installation

1 Environment Setip

i Demo Program

Exp 2: Data Handling

5 1 Downloading Dataset
1 Import/Export Dataset Files
1 Summarizatiorof dataset
Exp 3: Data Pre-processing
3 1 Missing Value
9 Ouitlier Handling
i Formatting data
Exp 4: Descriptive Statistics

variance, standard deviation, shapgkewness, kurtosis, percentiles, five point
4 summary

. boxplots, histograms, bar plot, pie chart, scatter plot, two way tables,
c. covariance, correlation analysis, €3guare test for two way tables

o

Exp 5: Supervised Learning- Regressions

5 1 Linear Regression with one variable
9 Linear Regression with multiplariable
9 Polynomial regression
Exp 6: Supervised Learning- Classifications
a. Logistic Regression
6 b. Decision Tree
c. k-Nearest Neighbours
d. Support Vector Machine

Exp 7: Unsupervised Learning- Clustering
7 a. K-means clustering
b. Hierarchical clustering
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Exp 8: Deep Learning
a. Implementation of ANN
b. Implementation of CNN
c. Implementation of RNN

Exp 9: Data Transfer Learning
9 a. Importing pretrained models
b. Implementation of prérained models with a new learning model

Tools/Software forexperiments: Python / RProgramming Language

Teaching and Learning Strategy
All materials(ppts, assignmentdabs, etc.) will be uploadedin Moodle. Teaching of students will be conducted

through power point lectures, tutorials, short classroom exercises.

Benchmarking:

1T Kharagpur (https://cse.iitkgp.ac.in/~saptarshi/courses/ml2018spring/

VNIT, Nagpur (http://cse.vnit.ac.in/people/rbkeskar/teachigurrentcourses/machinkearning)
Ilinois Institute of Technology, Chicago (http://www.cs.iit.edu/~agam/cs584/#syllapus
Massachusetts Institute of Technology, Massachusetts (http://Icsl.mit.edu/courses/ml/1738/

robdE
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Department offering the course Computer Applications

Course Code CSF342

Course Title Fuzzy Logic and Neural Network

Credits (L:T:P:C) 2:0:2:3

Contact Hours (L:T:P) 2:0:2

Prerequisites (if any)

Course Basket Avrtificial Intelligence, machine learning and
robotics(DE)

Course Summary: The course is proposed to teach students the concepts of Fuzzy Logic and Neural Network
Students will develop understanding of the different neural network algorithms and fuzzy functions.

Course Objective: The course willfacilitate the students to learn the fundamentals of Fuzzy Logic and Neural

Networks.

Course Outcome:

On successful completion of this course, students will learn the following.

agrwdPE

problems.

Curriculum Content

Unit |

Introduction to Soft Computing:

This will help students to understand the concepts of Fuzzy Logic.
Thiswill also help the students to apply different fuzzy operations and functions.
Students will be able to learn the concepts of Neural Network.
Students will also be able to understand and implement different Activation Functions.

Students will be able to iplement different Neural Network techniques on different -liézal

Concept of computing systems, "Soft"

computing versus "Hard"

computing, Characteristics of Soft computing. FuZomputing, Neural Computing, Some applications of

Soft computing techniques.

Unit 11

Fundamentals of Fuzzy Logic: Basic Concepts: Fuzzy Set Theory, Basic Concepts of Crisp sets and fuzzy
set, complements, union, intersection, combination of operationgrajeaggregation operation, fuzzy

relations, fuzzy proposition, fuzzy implication, compatibility relation.
Defuzzification Techniques.

Unit 111

Fuzzy membership function,

Introduction to Neural Networks:Introduction to Biological Neural Network, ArtificiaNeural Network.

Activation

Functi

ons, Basic Learni

ng

rul es, Heb

Theorem, Delta Ruld{yperparameterCost Function, Applications of Artificial Neural Networks.

Unit IV

Neural Network Techniques: Gradent Descent, Stochastic Gradient Descent, Back Propagation- Multi
Layer Perceptron, Feed Forward Networks, Convolution Neural Network, Recurrent Neural Networks
Bayesian Network, Hopfield Network, Radial Basis Network.

Unit VvV

Advanced Neural Networks: Architecture of Cognitron and Neocognitron, Auto Encoders, Gated Recurrent
Unit, Long Sho{Term Memory (LSTM), Kohonen Self Organizing Network, Modular Neural Network.

Suggested Books:

1. Simon S. Hayk in, Neural Networks, Prentice Hall, Latest Edision.

2. Zimmeg mann,

Fuzzy Set theory and

its applicati
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3.Jang J.S.R., Sun C.-Huzzaywdarvd zSd fatni CEmp U tNierug "o

Edision.

Teaching and Learning Strategy
All materials(ppts, assignmentdabs, etc.) will be uploadedin Moodle. Teaching of students will be conducted
through power point lectures, tutorials, short classroom exercises.

LAB EXPERIMENTS (USING MATLAB)

1.
2.
3.

4.
5.

6.

© oo N

To understand MATLAB environment by explog each option.

Write Down A Program to Perform Basic Matrix Operations.

Write A MATLAB Programto Plot A Few Activation FunctionsThat Are Being Usedin Neural
Networks

GenerateéAnd not FunctionUsingMcculloch-PittsNeuralNetby A MATLAB Program.

With A Suitable Example Simulate the Perceptron Learning Network and Separate the Boundarie:
Plot the Points Assumed Respective Quadrants Using Different Symbols for Identification.

With A Suitable Example Demonstrate the Perceptron Learning Law with ItsiBe&egions Using
MATLAB. Give the Output in Graphical Form

Write A MATLAB Program to lllustrate Art Neural Network

Write Down A Program to Implement Perceptron Learning Rule for Linearly Separable Problem
Write Down A Program to Implement Perceptron In#ag Rule for NorALinearly Separable Problem

10 Write Down A Program to Draw A Graph with Multiple Curve
11. Write Down A Program to Implement Fuzzy Associative Memory.
12. Write Down A Program to Implement Hopfield Neural Network.

BENCHMARK
1 https://cse.iitkgp.ac.in/~dsamanta/courses/scal/index.html

9 https://nptel.ac.in/content/syllabus_pdf/127105006.pdf

91 https://www.seas.harvard.edu/courses/cs281/files/syllabus.pdf
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Postgraduate Course Description Document
Introduction to Evolutionary Computing

Department offering the course Computer Science and Engineering

Course Code CSF343

Course Title Evolutionary Computing

Credits (L:T:P:C) 2:0:2:3

Contact Hours (L:T:P) 2:0:2

Prerequisites (if any)

Course Basket Artificial Intelligence, machine learning and
robotics(DE)

Course Summary

The evolution of computers has been phenomenal in the last decades with computers becoming part of each
every aspect of human lives. The only evolution faster than this evolution has been that of human being itself. T|
course seeks tase the concepts of human evolution to become a part of the further evolution of computers. Usin
biological evolution as a motivation many computer problems can be solved much faster. This course seeks
guide students to how to implement and think éhelgorithms.

Course Obijectives

The main goal of this course is to help students learn an evolutionary method for computer solvable problems. T
course seeks to find out the solution for complex computing problems using Darwinian laws as litetiesion

in order to find better solutions to certain problems. Students shall be able to get familiar with advanced conce|
of mutation and the implementation of these biological concepts through methods such as neural networks &
statistical methods.

Course Outcomes

On successful completion of the course, students will be able to achieve the following:

1. Understand the fundamental of evolution based learning algorithms, advanced searching and optimizati
techniques.

2. Understand and implement tb@ncepts of genetic algorithms and genetic programming

3. Ability to solve problems using swarm intelligence, Ant Colony Optimization

4. Understand multimodal problems and their solution and understand the concept of Spatial Distribution

5. Visualize thébasic use of evolutionary computing algorithms and its implementations with neural network anc
parallel Evolutionary Computing.

Curriculum Content
Unit 1: EVOLUTIONARY COMPUTING BASICS

Introduction, Optimization Problems, Problem Domains, Glofgitimization and Technigques of Global
Optimization: Branch and Bound, Clustering Methods, Hybrid Methods, Simulated Annealing , Statistical Globa
Optimization Algorithms, Taboo Search, Multi Objective Optimization, Darwinian Evolution, Genetics, What is
an Evolutionary Algorithm, Components of Evolutionary Algorithms, Competitive Learning, Working of an
Evolutionary Algorithm, Evolutionary Computing and Global Optimization

Unit 2: GENETIC ALGORITHMS & GENETIC PROGRAMMING
GENETIC ALGORITHMS

Introduction, Representation of Individuals, Mutation, Recombination, Population Models, Parent Selectior
Survivor Selection, Ag8ased Replacement, Fitness Based Replacement, Evolutionary Strategies, Exampl
Applications.
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GENETIC PROGRAMMING

Introductbn, Representation, Mutation, Recombination, Parent Selection, Survivor Selection, Initialisation, Bloa
in Genetic Programming, Problems Involving “"Physical" Environments, Example Applications.

Unit 3: SWARM INTELLIGENCE

Introduction, key principles (e.qg., sa@lfganization, stigmergy), natural and artificial examples, computational and
reattime SI, Ant System (AS), the first combinatorial optimization algorithm based on ant trail/following
principles, Travel Salesmandblem (TSP). Ant Colony Optimization (ACO), Abased algorithms (ABC, Ant
Net) applied to routing in telecommunication networks.

Unit4: MULTIMODAL PROBLEMS AND SPATIAL DISTRIBUTION

Multimodal problems, need for diversity, implicit measures, explibitersity maintenance, multi objective
evolutionary algorithms

Unit- 5:ADVANCED TOPICS

Evolutionary Robotics, Evolutionary Neural Networks, Dynamic Landscapes, Parallel ECpoMalttive EC.
Textbook(s)

1- AE.Eiben& J.E.Smith.” | nt r otd EvolationarywyC o mp u t SpnmgetVerlag Berlin Heidelberg,
Latest Edision

Reference Books

1- KennethA. De Jong,” Ev o | u Computaian A unified Approach” The MIT PressCambridge,
Massachusettisondon,England,Latest Edision.

2- S. Sumathi& T.Hamsapriya& P.Surekha, Ev o | u tinteliganaeAly Introduction to theory and
applicationsvith Ma t | SplingerVerlagBerlin Heidelberg_atest Edision.

Teaching and Learning Strategy
All materials(ppts, assignmentdabs, etc.) will be uploadedin Moodle. Teaching of students will be conducted
through power point lectures, tutorials, short classroom exercises.

LAB EXPERIMENT

=z
o

Programme
Write A Program For Implementing Linear Saturating Function.
Write A Program For Error Back Propagatiélgorithm (Ebpa) Learning.
Study And Analysis Of Genetic Algorithm Life Cycle.
Study And Analysis Of Fuzzy Vs Crisp Logic.
Write A Program Of Perceptron Training Algorithm.
Write A Program To | mplement Hebb’' s
Write A Program To Implement Of Delta Rule
Write A Program For Back Propagation Algorithm

0O NI OB WINF g
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Course Description Document

Robotics
Department offering the course Computer Applications
Course Code CSF442
Course Title Robotics
Credits (L:T:P:C) 2:0:2:3
Contact Hours (L:T:P) 2:0:2
Prerequisites (if any)
Course Basket Artificial Intelligence, machine learning and
robotics(DE)

Course Summary: The course is proposed to teach the students the concepts of Robotics. Students will devel
understanding of the different principles of sensorsmaethods of robot

Course Objective: The course will start with a brief introduction to robots and robotics. Various methods of robot
teaching will be explained with some suitable examples. The working principles of various sensors used in rohc
will be explained in detail. The principles wiotion planning algorithms will be explained in detail.

Course Outcome: At the end of the course, the student will learn the following:

1. Learn how tdeep robots in modern industries.

2. Learn how to applyobots in different areas (space, medical, manufacturing etc.).

3. Students will have brief idea of different components of robots system and their working principle.

4. Understand the notion of an agent, how agents are distinct from other software.

5. Understandhe key issues in designing societies of agents that can effectively cooperate in order to solv
problems, including an understanding of the key types of fagéint interactions possible in such
systems.

6. Understand the main application areas of afpastd solutions, and be able to develop a meaningful
agentbased system using a contemporary agent development platform.

Curriculum Content

Unit I: Introduction to Robotics:
Components, Classification, Characteristics and Applications of Robots. Material transfer, Machine
loading/unloading, Processing operation, Assembly and Inspection, Feature Application.

Unit Il: Drive Systems, Actuators and Sensors:

Actuators: Characteristics of Actuatinggystems, Actuating Devices and Control. Sensors: Sensor
Characteristics, Description of Different Sensors, Touch sensors, Tactile sensor, Proximity and range sensc
Robotic vision sensor, Force sensor, Light sensors, Pressure sensors.

Unit 3: Basic Concepts of Artificial Intelligence:

Concepts of Al, Al Problems, techniques, Characteristics & Applications, Al versus Natural Intelligence, Probler
representation in Al, Problesolution Techniques. Elements of Knowledge Representation: Logic, Production
Systems, Semantic Networks, Expert Systems. Defining the Problem as State Space Search, Production Syst
Production Systems, Issues in the Design of Search Programs, DFS & BFS Techniques

Unit 4: Intelligent Agents and Multi-agent system:

Design of inelligent agents reasoning agents, agents as reactive systems; hybrid agents; layered agents. Mul
Agent Systems: Classifying muligent interactions cooperative versus negooperative; zersum and other
interactions; Cooperation, Prisoner's dilemarad Axelrod's experiments; Interactions between-istdfested
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agents: auctions & voting systems: negotiation; Interactions between benevolent agents: cooperative distribu
problem solving, partial global planning; coherence and coordination; Interdatiguages and protocols: speech
acts, KQML/KIF, the FIPA framework.

Unit 5: Multi-robot representations and Task Planning: TaskLevel Programming, Uncertainty, Configuration
Space, GrosMotion Planning, Grasp Planning, Fine Motion Planning, T&&nning Problem. control
architectures, simulation environments, and test beds. Integration of assorted sensors (IR, Potentiometer, st
gages etc.), micro controllers and ROS (Robot Operating System) in a robotic system.

Suggested Books:

1.
2.
3.
4

5.

Introductionto Robotics Analysis, Systems, Applications by Saeed B Niku, Prentice Hall, latest edision.
Fundamentals of Robotics Analysis and Control, Robert J Schilling, PHI latest edision.
An Introduction to MultiAgent SystemsSecond Edition. Michael Wooldridg#iley, latest edision.

Mi kel l P Groover, Ni cholas G Odrey, Mi tchel We
Technology programming and Applications”, McGraw Hill, latest edision.
Craig. J. J. *I-medhanidswacdtcontooh , t A-dVEgbep, atbsi adision.

Teaching and Learning Strategy

The teaching of students will be conducted through power point lectures, tutorials, short classroom exercises ain
at solving real life problems. The lecture material will be availethéostudents in Moodle to enable them have
appropriate reading.

BENCHMARK
1. University of Minnesota:
https://www.cs.umn.edu/research/research_areas/rofasttkgrtificial-intelligence
2. University of Liverpool:https://intranet.csc.liv.ac.uk/teaching/modules/module.pbgp&=COMP310
3. Guijarat Technological Universityittp://gtu.ac.in/syllabus/NEW%20ME/Sem2/2725001.pdf

LIST OF EXPERIMENTS:

1.
2.

No gk w

Develop a working robot using aMp tool

To develop the progranisr (1) Water Jug Problem, (2) Knights Tour, (3) Crypto Arithmetic Problems &
(4) Implementing Searching algorithm.

Inter-robot communication.

Speed control of a robot.

Grabbing an object by a robot.

Robot carrying a heavy object from location I1 to 12.

Multiple robots carrying a heavy object from location I1 to 12.
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Postgraduate Course Description Document
Track: Data Science and Analytics

S. No. Course Title (Proposed) Credits: LTPC
1. Introduction to Data Science 2023
2. Data Mining and Dat&Varehousing 2023
3. Machine Learning 2023
4 Big Data Analytics 2023
5. Deep Learning 2023
6. R Programming 2023
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Postgraduate Course Description Document

Semester: EVEN Semester Year:
Course Coordinator(s):

Course Instructor(s):
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Department offering the course

ComputerApplications

Course Code CSF345

Course Title Introduction to Data Science
Credits (L:T:P:C) 2:0:2:3

Contact Hours (L:T:P) 2:0:2

Prerequisites (if any)

Course Basket

Data science and analytics(DE)

Course Summary
This courseaimsto providea basicunderstandingf DataScienceconceptsThis courseintroducesstudentdo the

datascienceprinciplesrequiredto tacklerealworld, datarich problemsn business

Course Objectives
Data Science is the study of the generalizable extraction of knowledge from data. This course serves as

introduction to the data science principles required to tacklewwdd, datarich problems in business and
academia,ricluding:

9 Data acquisition, cleaning, and aggregation

1 Exploratory data analysis and visualization

1 Feature engineering

9 Model creation and validation

I Basic statistical and mathematical foundations for data science

Course Outcomes

1 An understanding gfroblems solvable with data science and an ability to attack them from a statistical
perspective.

1 Anunderstanding of when to use supervised and unsupervised statistical learning methods on labeled ar
unlabeled dataich problems.
The ability to create da analytical pipelines and applications in Python.
Familiarity with the Python data science ecosystem and the various tools needed to continue developing

a data scientist.

Curriculum Content

UNIT1:COMPUTER SCIENCE/STATISTICS/LINEAR ALGEBRA SHORT REVIEW
What is data science? Brief review of prerequisite knowledge for studying data science. Basics of comput
science; data structures/types, program control flow, and syntax in Python. Basics of statistics; probability al

probability distributionsBasics of linear algebra; matrices, vectors using Python programming language.
UNIT2:EXPLORATORY DATA ANALYSIS (EDA) AND VISUALIZATION

Exploration of dataset using Pandas Python package. Compute Stem and Leaf plot, Box plot, Histogram, Sca

plot of a data set. At this point, students decide on a course project that would benefit from-Huotedata
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approach. The project involvexmoration of freelyaccessible and usable data that answer some interesting

guestions about the data (Several resources of free data will be provided.)

UNIT3:DATA MODELING: SUPERVISED/UNSUPERVISED LEARNING

Two basic kinds of statistical models used fioediction. Supervised Learning algorithm: Linear Regression and
Logistic Regression. Unsupervised Learning algorithmM&ans clustering. Advanced supervised learning
algorithms like linear support vector machines, decision trees, and random forest foodelgression and
classification. Advanced unsupervised learning algorithm like DBSCAN.

UNIT4:DATA MODELING: FEATURE SELECTION, ENGINEERING, AND DATA PIPELINES

Curse of dimensionality and Dimensionality reduction. Feature selection and feature axtr&tncipal
Component Analysis/Independent Component Analysis and regularization. Construct complete data pipeline
going from data ingestion, preprocessing to model construction and evaluation.

UNIT5:DATA MODELING: MODEL EVALUATION AND PROJECT PRESENTATIONS

Exploration of more sophisticated model evaluation approaches likevalidation and bootstrapping with the

goal of making the model as generalizable as pos
experience.
Text Books:
1. “Doing Data Science, Straight Talk from the Frontline”, Cat hy O’ Nei | and Rachel

2.“Data Mining: Concepts and Techniques”, Jiawei Han, Micheline Kamber and Jian Pei., Third Edition. ISBN
0123814790. 2011.

Reference Books:

1. “Data Mining and Analysis: Fundamental Concepts and Algorithms”, Mohammed J. Zaki and Wagner
Miera Jr.. Cambridge University Press. 2014.

List of Experiments:

s. No. Title of experiment

Teaching and Learning Strategy

All materials(ppts, assignmentdabs, etc.) will be uploadedin Moodle. Teaching of students will be conducted

through power point lectures, tutorials, short classroom exercises.
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Postgraduate Course Description Document

Semester: EVEN Semester Year:
Course Coordinator(s):

Course Instructor(s):
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Department offering the course ComputerApplications

Course Code CSF346

Course Title Data Mining and Data Warehousing
Credits (L:T:P:C) 2:0:2:3

Contact Hours (L:T:P) 2:0:2

Prerequisites (if any)

Course Basket Data science and analytics(DE)

Course Summary

This courseaimsto providea basicunderstandingf Dataware housingand mining conceptsjmplementatiorof
Data Mining algorithms.This courseintroducesstudentsto enterprisedataand the processand technologiedo
integratedatafrom a variety of sources.

Course Objectives
This coursewill coversthe basicconceptsof DataWarehouseand DataMining techniqguesExaminethe typesof

the datato be mined and apply preprocessingnethodson raw data.lt alsodiscoverinterestingpatternsanalyze

supervisedndunsupervisednodek andestimatethe accuracyof the algorithms

Course Outcomes
Uponsuccessfutompletionof the coursethe studentwill beableto:

1 Explainandevaluatehevariousdatamining algorithms

1 Discoverandmeasurenterestingpatterndrom differentkinds of databases.

1 Apply thetechniqueof clusteringclassification associatiorfinding, featureselectionandvisualizationto
realworld data.

Curriculum Content

UNIT I: OVERVIEW: Motivation (for Data Mining), Data Minindpefinition & Functionalities. Data
Warehousing: Overview, Definition, Delivery Process, Difference between Database System and Data Warehou
Multi Dimensional Data Model, Data Cubes, Stars, Snow Flakes, Fact Constellations, Concept hierarchy, Proce
Architecture, 3Tier Architecture, Data Marting. ROLAP, MOLAP, HOLAP.

UNIT Il DATA PRE-PROCESSING: Data Cleaning: Missing Values, Noisy Data,(Binning, Clustering,
Regression, Inconsistent Data, Data Integration and Transformation.

Data Reduction: Data Cube Aggregati®@imensionality reduction, Data Compression, Numerosity Reduction,
Clustering, Discretization and Concept hierarchy generation.

UNIT 111 CONCEPT DESCRIPTION: Definition, Data Generalization, Analytical Characterization, Analysis of
attribute relevance, Mining Class comparisons, Statistical measures in large Databases. Measuring Cen
Tendency, Measuring Dispersion of Data, Apriori Algorithm, Mining Multilevessociation rules from
Transaction Databases

UNIT IV CLASSIFICATION: What is Classification, Issues regarding Classification, Decision tree, Bayesian
Classification, Classification by Back propagation.

UNIT V CLUSTER ANALYSIS: Data types in cluster anyls, Partitioning methods. Hierarchical Clustering
CURE and Chameleon, Density Based Metho8SCAN, OPTICS, Grid Based MethedSTING, CLIQUE,
Outlier Analysis

Text Books:

1. “Data Mining Concepts and Technivwvey®sdEdtod 2042w e i H
Reference Books:

1. “Mamnang. I ntroductory & Advanced Topics”, Mar ge
2008.
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List of Experiments:

s. No. Title of experiment

Build Data Warehouse and Explore WEKALIst all the categorical (or nomina
1 attributes and the reahlued attributes separately. What attributes do you think mig

crucial in making the credit assessment?

Perform data preprocessing tasks and Demonstrate performing association mtg

2 on data sets.

3 Demonstrate performing classification on data sets.

4 Demonstrate performing clustering on data sets.

5 Demonstrate performing Regression on data sets.

5 Task 1: Credit Risk Assessment. Sample Programs using German Credit Data.

. Task 2: Sample Programs using Hospital Management SySienple Project on Dat

Preprocessing.

Tools/Software for experiments: Python / R Programming Language

Teaching and Learning Strategy

All materials (ppts, assignments, labs, etc.) will be uploaded in Moodle. Teaching of students will be conducte

through power point lectures, tutorials, short classroom exercises.
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Postgraduate Course Description Document
R Programming

Department offering the course ComputerApplications

Course Code CSF341

Course Title R Programming

Credits (L:T:P:C) 2:0:2:3

Contact Hours (L:T:P) 2:0:2

Prerequisites (if any)

Course Basket Data science and analytics(DE)

Course Summary
In this course student will learn how to program in R and how to use R for effective data analysis. The cour:

includes the installation and configuration of R programming a statistical programming environment, discus
generic programming languagencepts and R data objects as they are implemented in dehgtstatistical
language. The course covers practical issues in statistical computing which includes programming in R, readi
data into R, accessing R packages, writing R functions for i¢ac and Machine Learning algorithms.

Course Obijectives
The objective of this course is to develop a broad perspective about the R programming and its applications

solve basic mathematical problems, statistical manipulations and scientific tasks slath science and machine
learning. R programming has its own built in functions to perform any specialized task. The course is intended
learn the basics of R software in this course.

Course Outcomes

After studying this course, students will be atole
1. Apply the basic functionalities of R programming to solve basic mathematical problems.

2. Use the R programming for preprocessing thelifeatlatasets.
3. Understand and analyze the descriptive statistics for a given dataset.
4. Implement somelassical machine learning models using R programming.

Curriculum Content

UNIT 1: INTRODUCTION TO R

What is R?,What is S? Basic Features of R, Limitations of R, R Framework setup, R packages, Use R lik
calculator, Reading and Writing data into R: combine or concatenate command, scan command, alternat
commands for reading data, R constant and variables, oEeaai expression.

UNIT 2:R PROGRAMMING CONSTRUCTS
R data types and objects: Number and Text, Vector, Matrix, Factor, Array, List Data Frame, Manipulating Object

Control structures, looping, scoping rules, Operations on Dates and Times, functionsjrdetnalg. R buikin

packages and functions.

UNIT 3: DATA MANAGEMENT
Dataset: Import/export bigger datafile (csv, text, excel, table, url, etc.), Identify and handle missing values, da

formatting, Data Standardization, Data Normalization and Scalirda Disualization, Binning, Multimedia

datasets: text dataset, image dataset, audio dataset, video dataset.
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UNIT 4: DESCRIPTIVE STATISTICS USING R
Central tendency, Dispersicnvariance, standard deviation, shapmkewness, kurtosis, percentildise-point

summary, boxplots, histograms, bar plot, pie chart, scatter plotwayotables, covariance, correlation, €hi

Square test for twavay tables.

UNIT- 5:R FOR MACHINE LEARNING
Introduction to machine learning, types of machine Learning, supeérigsening using Rregression, decision

tree, KNN, SVM, Unsupervised learning using- lustering: kmeans, hierarchical, frequent itemset,

dimensionality reduction.

Textbook(s)
1. Practical Data Science with R. Author(s): Nina Zumel, John Mount, Marsfietier Island, 2014.

2. Beginning R: The statistical programming language. Mark Gardener, John Wiley & Sons, 2012
Reference Books

1. R programming for data science. R. D. Peng, Leanpub, 2016.
2. The R book, Crawley and Michael, John Wiley & Sons, 2012.

List of Experiments:

s. No. Title of experiment
R Environment Setip: Download setp files, Installation, Environment Sep, Demo
1 Program
5 R Objects: Object, Vector, List, Matrix, Array, Data Frame and Manipulating Objects
R Data Handling: Downloadin®ataset, Import/Export Dataset Files, Summarizatio
3 dataset
4 Data Preprocessing using R: Missing Value, Outlier Handling, Formatting data
Descriptive Statistics using R: variance, standard deviation, shagewness, kurtosis
> percentiles, five pint summary: boxplots, histograms, bar plot, pie chart, scatter plot.
Descriptive Statistics using Rcovariance, correlation analysis, €qguare test for tw
6 way tables.
Supervised LearningRegressions using R: Linear Regression with war@able, Linear
7 Regression with multiple variable, Polynomial regression
8 Supervised LearningClassifications using R Logistic Regression, Decision Tree
Nearest Neighbors, Support Vector Machine
9 Unsupervised Learninglustering using R: Kneansclustering, Hierarchical clustering

Tools/Software for experiments: R studio

Teaching and Learning Strategy
All materials(ppts, assignmentdabs, etc.) will be uploadedin Moodle. Teaching of students will be conducted

through power point lectures, tutorials, short classroom exercises.
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Benchmarking:

1

2.
3.
4.

Introduction to R software, IIT Kanpur(NPTELpt{ps://nptel.ac.in/coursésl 1104100/}

IIIT Bangalore bttps://www.iiitb.ac.in/pediplomadatascience

R Programming, John Hopkins University(Coursehdips://www.coursera.org/learpgrogramming
Data Science for Engineers, IIT Madras (NPTEL) (https://nptel.ac.in/courses/106106179/
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Postgraduate Course Description Document
Big Data Analytics

Department offering the course

ComputerApplications

Course Code CSF443

Course Title Big Data Analytics
Credits (L:T:P:C) 2:0:2:3

Contact Hours (L:T:P) 2:0:2

Prerequisites (if any)

Course Basket

Data science and analytics(DE)

Course Summary
To learn the need for Big Data Analytics, and to acquioelern tools to implement in real life applications

Course Obijectives
Understanding the fundamentals of various big data analysis techniques, Hadoop structure,

Environment and framework

Course Outcomes
1 Understand the need and process of datdysis.

1 Learn the different component of Hadoop Ecosystem.

1 Understand the Map Reduce and the use of Apriori ar@rbpith.
1 Learn to analyse the data using R.

1 Analyse different software for processing Big Data.

Curriculum Content
UNIT 1: INTRODUCTION TO BIG DATA AND HADOOP

Types of Digital Data, Introduction to Big Data, Big Data Analytics, Analytic Processes and Tools, Analysis Vs
Reporting, Statistical Concepts: Sampling Distributions;SBmpling, Statistical Inference, Prediction Error,
Modern Data Aalytic Tools- History of Hadoop, Apache Hadoop, Analysing Data with Unix tools, Analysing
Data with Hadoop, Hadoop Streaming, Hadoop Echo System, IBM Big Data Strategy.

UNIT 2: HADOOP DISTRIBUTED FILE SYSTEM (HDFS)

The Design of HDFS, HDFS Concepts, Goand Line Interface, Hadoop file system interfaces, Data flow, Data
Ingest with Flume and Scoop and Hadoop archives, Hadoop I/O: Compression, Serialization, AvroRaseile
Data structures.

UNIT 3: MAP REDUCE
Anatomy of a Map Reduce Job Run, Failures, Job Scheduling, Shuffle and Sort, Task Execution, Map Redu

Types and Formats, Map Reduce Features. Mining Frequent Item lgketiket Based Model, Apriori Algorithm,
FP-Growth.

UNIT 4: HADOOP ECO SYSTEM
Pig : Introduction to PIG, Execution Modes of Pig, Comparison of Pig with Databases, Grunt, Pig Latin, Use
Defined Functions, Data Processing operators. Hive : Hive Shell, Hive Services, Hive Metastore, Comparison wi
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Traditional Databases, HiveQL, Tables, Qg Data and User Defined Functions. Hbase : HBasics, Concepts,
Clients, Example, Hbase Versus RDBMS. Big SQL : Introduction.

UNIT- 5:DATA ANALYTICSWITH R
Overview of R programming language, Regression Modelling, Multivariate Analysis. Machine Learning

Introduction, Supervised Learning, Unsupervised Learning, Collaborative Filtering. Big Data Analytics with BigR.
Machine learning tools : Spark & SparkML, H20, Azure ML

Textbook(s)

1. Intelligent Data Analysis, Michael Berthold, David J. Hand,2/e, Spring2007.

2. Mining of Massive Datasets, Anand Raja Raman and Jeffrey David Ullman,2/e, Cambridge University
Press, 2012.

3. Taming the Big Data Tidal Wave: Finding Opportunities in Huge Data Streams with Advanced
Analytics, Bill Franks 1/e, John Wiley & son2012.

4. Hadoop: The Definitive Guide, Tom White ThirdEdition, O reillyl

Reference Books
1. Making Sense of Data, I, Glenn J. Myatt, 2/e, John Wiley & Sons, 2014

2. Big Data Glossary, Pete Warden, 1/ e, O Reilly, 2011.
3. Data Mining Concepts and Techniques, Jiawei Han, Micheline kamber, 2/e, Elsevier, Reprinted 2008.

List of Experiments:

S. No. Title of experiment

Installation of Hadoop.

Directory Management Tasks in Hadoop
a. Create a directory in HDFS

2 b. List the Contents of directory
c. Remove airectory in HDFS
File Management Tasks in Hadoop
3 a. Upload and download a file in HDFS

b. See Contents of a File.
c. Remove a file in HDFS.

File Transfer in Hadoop
4 a. Copy a file from Source to destination.
b. Move file from Source to Destination.

Word CountMap Reduce program to understand MAP Reduce Paradigm.

5

Weather Report PO®lap Reduce Program to analyse titeemperature statistics ar
6 generate report with max/min temperature.
7 Implementing Matrix Multiplication with Hadoop Map Reduce.

8 Pig, LatinScripts to sort, Group, Join Project and Filter the data.

9 Introduction to Weka tool to process data.

10 Use R to process data and visualize it using ggplot2

Approved by the Academic Council at its 17" Meeting held on 24.03.2021



Course Structure& Syllabus of MCA
Applicable for Batch: 2021-2023

Tools/Software for experiments: Hadoop

Teaching and Learning Strategy

All materials(ppts, assignmentdabs, etc.) will be uploadedin Moodle. Teaching of students will be conducted

through power point lectures, tutorials, short classroom exercises.

Benchmarking:
1. Columbia University, New York (https://www.ee.columbia.edu/~cylin/course/bigdata/

2. The Graduate Institute Geneva
(https://www.karstendonnay.net/downloadisgP018/Syllabus_MINT078.pdf)

3. NSUT Delhi
(http://www.nsit.ac.in/static/documents/IS.pdf
4. 11T Delhi

(https://www.iiitd.ac.infacademics/courses/institute#CSE510A
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Postgraduate Course Description Document
DEEP LEARNING

Department offering the course ComputerApplications

Course Code CSF441

Course Title DEEP LEARNING

Credits (L:T:P:C) 2:0:2:3

Contact Hours (L:T:P) 2:0:2

Prerequisites (if any)

Course Basket Data science and analytics(DE)

Course Summary
This courseaimsto provide a basicunderstandingf deeplearningconceptsjmplementationof supervisedand

unsupervisedlgorithms.This courseintroducesstudentsto enterprisedataand the processandtechnologieso

integratedatafrom avariety of sources.

Course Obijectives

The objective of this course is to cover the fundamentals of neural networks as well as some advanced topics s
as recurrent neural networks, long short term memory cells and convolutional neural networks. The course a
requires students to implemembgramming assignments related to these topics.

Course Outcomes

1 Understand the concept of artificial neural networks, convolutional neural networks, and recurrent neural
networks

1 Discuss how to speed up neural networks along with regularization techtiqedsice overfitting

1 Understand the concept génerative models

1 Implement deep learning algorithms, and learn how to train deep networks

Curriculum Content
UNIT 1: BASICS

Biological Neuron, Idea of computational units, McCulleBfits unit and Threshding logic, Linear Perceptron,

Perceptron Learning Algorithm, Linear separability. Convergence theorem for Perceptron Learning Algorithm.

UNIT 2: FEEDFORWARD NETWORKS
Multilayer Perceptron, Gradient Descent, Backpropagation, Empirical Risk Minimizegigularization,

autoencoders.

UNIT 3: FEEDFORWARD NETWORKS

Deep Neural Networks: Difficulty of training deep neural networks, Greedy layerwise training.

Better Training of Neural Networks: Newer optimization methods for neural networks (Adagtadelta,
rmsprop, adam, NAG), second order methods for training, Saddle point problem in neural networks

Regularization methods (dropout, drop connect, batch normalization).
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UNIT 4: RECURRENT NEURAL NETWORKS
Recurrent Neural Networks: Back propagatibrough time, Long Short Term Memory, Gated Recurrent Units,

Bidirectional LSTMs, Bidirectional RNNs, Convolutional Neural Networks: LeNet, AlexNet.

UNIT 5: GENERATIVE MODELS

Restrictive Boltzmann Machines (RBMs), Introduction to MCMC and Gibbs Samgliadient computations in
RBMs, Deep Boltzmann Machines, and Recent trends: Variational Auto encoders, Generative Adversari
Networks, Multitask Deep Learning, Multiew Deep Learning, Applications: Vision, NLP, Speech and Deep

Learning Tools.

Textbook(s)
1. DeeplLearning”, | an Goodfell ow and Yoshua Bengi o and

Reference Books
2. “Neural Networks: A Systematic Introduction”, Rall Rojas, 1996 2. Pattern Recognition and Machine

Learning, Christopher Bishop, 2007

List of Experiments:

s. No. Title of experiment

Exp 1: Data Handling
1 Downloading Dataset

1 1 Import/Export Dataset Files
Summarization of dataset
Exp 2: Supervised Learning- Regressions

3 1 Linear Regression with one variable

9 Linear Regression with multiple variable
Polynomial regression

Exp 3: Supervised Learning- Classifications
e. Logistic Regression

4 f. Decision Tree

g. k-Nearest Neighbours

h. Support Vector Machine

Exp 4: Unsupervised Learning- Clustering
5 c. K-means clustering
d. Hierarchical clustering

Exp 5: Deep Learning
d. Implementation of ANN
e. Implementation of CNN
f. Implementation of RNN

Exp 6: Data Transfer Learning
7 c. Importing pretrained models
d. Implementation of prérained models with a new learning model

Tools/Software for experiments: Python / RProgramming Language
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Teaching and Learning Strategy

All materials(ppts, assignmentdabs, etc.) will be uploadedin Moodle. Teaching of students will be conducted
through power point lectures, tutorials, short classroom exercises.

Benchmarking:
T Kharagpur (https://cse.iitkgp.ac.in/~saptarshi/courses/ml2018spring/

Ilinois Institute of Technology, Chicago (http://www.cs.iit.edu/~agam/cs584/#syllalassachusetts Institute
of Technology, Massachusetts (http://Icsl.mit.edu/courses/ml/1728/
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Internet of Things and Edge Computing

S. No. Course Title (Proposed) Credits:LTPC
1. Advanced Computer Networks 2023
2. Wireless and Mobile Systems 3003
3. Cloud Computing 2023
4 Mobile & Wireless Network Security 2023
5. Internet of Things 2023
6. Mobile ApplicationProgramming using Android 2023
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Postgraduate Course Description Document

Advanced Computer Networks

Department offering the course

ComputerApplications

Course Code CSF351

Course Title Advanced Computer Networks
Credits (L:T:P:C) 3:0:0:3

Contact Hours (L:T:P) 3:0:0

Prerequisites (if any)

Course Basket

Internetof Thing andEdgecomputing(DE)

Course Summary

The course is designed for the smooth and fast data transportation over the wired and wireless medium. The co
introduces the queuing model and Markovian theory to handle process state at the various stages of the switc
and routersThe courseintroduces the basic Wireless security to understand the various network'saattack
preventionNumber of advance network protocol is included in this course to understand the various networ
challenges for wired as well as the wireless medium.

Course Obijectives

This courseis designedto provide knowledgeaboutthe basic conceptsof Advance ComputerNetwork. The
Course includes switching concept for packet forwarding, wireless security, and smooth and secure data
transmissiorover the wired andwireless medium.The courseincludesthe queuingmodeland Markoviantheory
for smoothdatatransportationThe main purposeof this courseis to help the studentto understandhe basic
concepiaboutthe secureandsmoothtransportatiorof data,whichis arealworld challengingoroblem.

Course Outcomes

At the end of the course the student should be able to:
1. Understand and explain the basic concepts of Advance Computer Network.
2. Describe the redlfe applications based on the fundamental concepts.
3. Understand how to handle the multi state process for fast data transportation over any medium.
4. Understand how to design the secure ‘wired and

Curriculum Content

Unit 1: Network Design

Design Principles, Determining Requiremertsalysing the Existing Network, Preparing the Preliminary Design,
Completing the Final Design Development, Deploying the Network, Monitoring and Redesigning, Maintaining.
Design Documentation, Cisco PDIOO Model, Modular Network Design, Hierarchical Nefvesign, The Cisco
Enterprise Composite Network Model.

(8L)

Unit 2: Switching and routing

Switching Design: Switching Types,Layer 2 and 3 Switching, Multilayer Switching, Cisco ExpressForwarding,
Switching Security, Multi-Protocol Label, Switching (MPLS), MPLS Architecture and related protocols..IPv4
Routing Design: IPv4 Address Design, Private and Public Addresses NAT, SubnetMasks, Hierarchical IP

AddressDesign,Deploying IPv6 in CampusNetworks.RouterDesign: Configuringa Router,Routing Protocols.
(8L)

Unit 3: Wireless LAN Design
Wireless Technology Overview, Wireless Standards, Wselmmponents, Wireless Security, Wireless Security
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Issues, Wireless Threat Mitigation, Wireless Management, Wireless Design Considerations, IEEE 802.1
Wireless Standard, Cellular Networks, Mobile IP, Wireless Mesh Networks(WMNs), QoS Models: IntServ,
DiffServ, QoS Tools, Policing and Shaping, Congestion Avoidance, Congestion Managemenddoific
Tools, QoS Design Guidelines. (8L)

Unit 4: Stochastic Processes: & Queuing System

StochastidProcessesthe PoissonProcessBirth DeathProcessMarkov Chains.Single StationQueuingSystem:
K e n d &étdtionerformancéMeasuresThe M/M/1 Queue,

TheM/M/® Queue,The M/M/m Queue. (8L)

Unit 5: Network Security and Management Design

Hacking: Vulnerabilities, Threats: Reconnaissance Attacks, Access Attacks, Information Disclosurs, Attack
Denial of Service Attacks, Threat Defence Secure Communication, Network Security Best Practices, SAF
Campus Design. ISO Network Management Standard: Protocols and Tools, SNMP, MIB, RMON, Cisco NetFlov
Syslog, Network Management Strategy: SLCs and SURsServicelLevel Agreements, Content Networking
Design.

(8L)

Textbook(s)
1. DianeTiareandCatherindPaquet;, C a mpaiworkDesignF u n d a mePedrsarEducation2006.
2. Arnold O. Allen, “ Probability Statistics,and Queuing Theory with ComputerScienceAp pl i cat i
AcademicPress)nc.6277SeaHarborDrive Orlando,FL United States 2™ Edition
3. GunterBolch, StefanGreiner,Hermannde Meer,Kishor S. Trivedi, “ QueueingNetworks
andMarkovC h a i JahsWiley & Sons,Inc., Publication,2™ Edition.

Reference Books
1 Craig Zacketr “ T HCempleteReferencelUpgradingand TroubleshootingN e t w o TakaMEGraw-Hill,
2000Edition.
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Postgraduate Course Description Document
Cloud Computing

Department offering the course ComputerApplications

Course Code CSF349

Course Title Cloud Computing

Credits (L:T:P:C) 2:0:2:3

Contact Hours (L:T:P) 2:0:2

Prerequisites (if any)

Course Basket Internetof Thing andEdgecomputing(DE)

Course Summary

This course is designed to provide an introduction to cloud computingiranalization technologies. It provides

the basic knowledge of public cloud, private cloud and multi cloud. it will also cover the security perspective
challenges in the cloud environment.

Course Objectives

This course is designed to provide knowledgpeud basic concepts of Cloud computing. Public cloud and its
service and deployment models, private cloud and its need and challenges;iddditand business cloud,
security threats in the cloud.

Course Outcomes

On successful completion of the courseidents will be able to achieve the following:
Define cloud computing its service and deployment models.

Describe the importance of virtualization, ma#éhancy in the cloud environment.
Use and Examine different cloud computing services.

Describe the ifferent security threats and challenges faced by cloud provider.
Differentiate the different types of business cloud and its uses.

agrwdPE

Curriculum Content

Unit 1: Overview of cloud computing: Whatis a cloud, Definition of cloud, Definition of cloud ,characteristics
of cloud, Traditionalvs. Cloud Computing,iImportanceof Cloud Computing,Cloud servicemodels(laaS,PaaS&
SaaS).Cloud deploymentmodels(Public, Private, Hybrid and Community Cloud), Benefits and Challengesof
Cloud Computing.

Unit 2:

Private Cloud — Concept of Hypervisor, Basics of virtualization, Virtualization technologies, Server
virtualization,VM migrationtechniquesRole of virtualizationin Cloud Computing.Businesscasesfor the need
of Cloud computingenvironment,Conceptof Private Cloud, Characteristicof Private Cloud, Private Cloud
deploymentmodels,Private Cloud Vendors,Virtual Private Cloud. Multitenancy, Typesof tenancy,Application
programmingnterfacegAPI), Billing andmeteringof services.

Unit 3:

Public Cloud- Conceptof Public Cloud, Importanceof Public Cloud, Whento opt for Public Cloud, Public Cloud
ServiceModels, and Public Cloud players.Infrastructureas a Service Offerings, laaSVendors,PaaSofferings,
PaaSvendors Softwareasa Service.Implementingpublic cloud AWS, Introduction,ServiceOffered, Creationof
EC2instanceMicrosoft Azure: Introduction,ServiceOffered, Creationof DB instancelmplementingSecurityin
public Cloud,

Conparisonof Public Cloud Vendors(AWS, Microsoft, Google,IBM, Salesforce),

Unit 4: Multi-Cloud
Conceptof multi-cloud managementChallengesin managingheterogeneouglouds, benefits of multicloud
managemergystemsCasestudyon Multi-Cloud Managemengystem( Right
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ScaleCloudManagemengystem)

Business Clouds -
Cloud Computingin BusinessVarious Biz Cloudsfocusedon industry domains(Retail, Banking and Financial
sector Life SciencesSccial networking, Telecom Education).

Unit- 5: Cloud Security

Cloud securityreferencemodel, Principal security dangers/riskgo cloud computing,Internal securitybreaches,
Datacorruption,Malicious Insiders,DatalLossor Leakage Accountor ServiceHijacking, UnknownRisk Profile,
Stepsto reducecloud security breaches)dentity managementDetectionand forensics,ldentity management:
Detectionand Identity managementBenefitsof identity, EncryptiontechniqguesEncryption& Encryptingdata,
Attackson VM, AbuseandNefariousUseof Cloud Computing.

Textbook(s)
1. RajKumarBuyya,Jame®Broberg,AndrezeiM.GoscinskCloud Computing:Principlesandparadigms.
JohnWiley & Sons,(2011),
2. AnthonyT. Velte, Toby J. Velte,andRobertElsenpete(2010)Cloud Computing:A PracticalApproach,
McGrawHill.

Reference Books

1. SosinskyBarrie.Cloudcomputingbible. JohnWiley & Sons,2010.
3. Kailash Jayaswal,Cloud ComputingBlack Book.JohnWiley & Sons,2014.

List of Experiments:

s. No. Title of experiment
Exp 1: Demonstrate the virtualization by enabling the OS virtualization on single ma
1 by creating instances.
5 Exp 2: Installation of VM Ware/ virtual box and implement multiple OS.
3 Exp 3: Demonstration and Working of Microsdfyper-V.
Exp 4: Install Google App Engine. Create hello world app and other simple
4 applications using python/java.
Exp 5: Installation and demonstration of Xen bare metal hypervidév/M Cloud
> Platform on workstation
5 Exp 6: Implementation andemonstration of VPN setup on the windows environment.
Exp 7: Implementation of Open stack environment and designing of Cloud |
7 migration solution Architecture
8 Exp 8: Installation and configuration of Hadoop / Eucalyptus.
9 Exp 9: Case study oAmazon EC2/Microsoft Azure/Google Cloud Platform.

Tools/Software for experiments: Python, KVM, XEN, Virtual box, VMWare, open stack, Google app engine.
Teaching and Learning Strategy

All materials(ppts, assignmentdabs, etc.) will be uploadedin Moodle. Teaching of students will be conducted
through power point lectures, tutorials, short classroom exercises.
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Benchmarking:

T Kharagpur (https://cse.iitkgp.ac.in/?syllabus.hjml

NIT Warangal (https://www.nitw.ac.in/media/Scheme&SyllabR814/BTECHCSE Syllabus.pdf
I TDelhi (http://www.cse.iitd.ernet.in/cse/newcurriculumcontents/newcourses.htmli#CQL733
National University of Singapore (http://www.comp.nus.edu.sg/~teoym/CP3109M@@erview.pdj

el e A
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Postgraduate Course Description Document
Wireless and Mobile Systems

Department offering the course ComputerApplications

Course Code CSF347

Course Title Wireless and Mobile Systems

Credits (L:T:P:C) 3:0:0:3

Contact Hours (L:T:P) 3:0:0

Prerequisites (if any)

Course Basket Internetof Thing andEdgecomputing(DE)

Course Summary

This course deals with the basics of cellular concept and mobile communication systems, multiple radio acce
procedures andhannel allocation techniques, the architecture and functioning of satellite systems including globe
positioning systems, different wireless LAN technologies and personal area networks

Course Obijectives

This course aims to provide students a comprehensive overview of different types of wireless and mobile syste
with a detailed focus on architecture of modday cellular systems. Students will learn concepts about mobile
communication systems architeuwireless standards, satellite systems as well as personal area networks.

Course Outcomes

CO1: Understand various radio propagation mechanisms

CO2: Understand cellular concepts, multiple division techniques and channel allocation techniques.
CO3: Understand Mobile Communication System Architecture

CO4: Understand Wireless MANS, LANS and PANS.

Curriculum Content

Unit 1: History of wireless systems. Introduction to various types of wireless and mobile systems.

Unit 2: Types of Radio Waves, Propagation Mechanisms, Free Space Propagation, Land Propagation, Path |
and Fading, Doppler Effect, Delay Spread and Intersymbol Interference.

Unit 3: Cellular Concept, Cell Area, Signal Strength and Cell parameters, Capheitgedl, Frequency reuse,
How to form a cluster, Cochannel Interference, Cell Splitting and Cell Sectoring, Multiple division Techniques
Concepts and Models of Multiple Divisions (FDMA, TDMA, etc.), Channel Allocation, Static Allocation versus
Dynamic Alocation, Fixed Channel Allocation, Dynamic Channel Allocation, Hybrid Channel Allocation,
Allocation in specialized System Structure.

Unit 4: Mobile Communication Systems, Cellular System Infrastructure, Registration, Handoff and Roaming
Support, Multicating, Security and Privacy.

Unit 5: Wireless MANs, LANs and PANs, Wireless Metropolitan Area Networks (4G systems), Wireless Local
Area Networks (IEEE 802.11x), Wireless Personal Area Network (Bluetooth Networks), Case Studies of all the:
types of netwiks.

Textbook(s)
9 Introduction to Wireless and Mobile Systems, by D.P. Agrawal and Q. Zeng

Reference Books
1 WirelessCommunicationsPrinciplesandPractice 2e, by T.S.Rappaport.

Teaching and Learning Strategy

All materials(ppts, assignmentdabs, etc.) will be uploadedin Moodle. Teaching of students will be conducted
through power point lectures, tutorials, short classroom exercises.
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Postgraduate Course Description Document

Department offering the course Computer Applications

Course Code CSF444

Course Title Internet of Things

Credits (L:T:P:C) 2:0:2:3

Contact Hours (L:T:P) 2:0:2

Prerequisites (if any) Computer Networks

Course Basket Internetof ThingandEdgecomputing(DE)

Course Summary

In this course students will be introduced to fundamental and architectural concepts of 10T systems, various kin
of communication using systeam-chip devices, and building loT prototypes. Students will learn how to create an
endto-end system by conndag to I0T cloud, perform loT Analytics and understand cloud security.

Course Objectives

The objectiveof this courseis to provide both conceptualand handson knowledgeto studentsfor 10T systems.
Studentswill learn how to build and use endto-end 10T systems perform analyticson the datacollectedand
understangecurityaspect®f anloT system.

Course Outcomes:

CO1: Understand fundamental concepts and building blocks of an loT system.
CO2: Understand and implement I0T prototypes usysiemon-chip devices.
CO03: Understand and develop eieend systems by syncing with Cloud.

CO4: Understand security aspects of an loT system.

Curriculum Content

Unit 1: Introduction, loT Architecture, Sensing, Communication and Actuation, Hardwa&oftmgre setup
Unit 2: GPIO pins setup and programming, Serial Communication in 0T, SPI and 12C in loT.

Unit 3: Data transmission in Cloud, 10T Analytics and Visualization

Unit 4: 10T Security, loT Project execution and demonstration

LAB CONTENTS:

1. Lab land 2: Develop prototype using Arduino Uno,

2. Lab 3, 4, 5: Setup and Develop prototype using Raspberry Pi and environmental sensors

3. Lab 6, 7, 8, 9: Temperature, Humidity (DHT22), Movement detection and distance measurement using RF
Detect movement usingnaHC-SR501 passive infrared (PIR) motion detector, and3RD4 ultrasonic
ranging module.

4. Lab 1011: Cloud interfacing with SOC devices, sample data upload for visualization and Analysis.

5. Lab 12, 13, 14: Entb-End IoT Projects integration, testing and dem

Teaching and Learning Strategy

All materials(ppts, assignmentslabs, etc.) will be uploadedin Moodle. Refer to the modulesin Moodle for
details.

Bibliography

Textbook: No Textbook. Instructors will provide reading materials.
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Postgraduate Course Description Document

Mobile Application Programming using Android

Department offering the course ComputerApplications

Course Code CSF348

Course Title Mobile Application Programming using Android
Credits (L:T:P:C) 2:0:2:3

Contact Hours (L:T:P) 2:0:2

Prerequisites (if any)

Course Basket Internetof ThingandEdgecomputing(DE)

Course Summary
This course deals with the internals of Android Operating System, GUI, various services, graphics design, datab
connectivity, network connectivitgnd integration of various APIs.

Course Objectives

The objective of this course is to teach mobile application programming to students using Android. Students w
learn about the technologies and the tools used to develop Android mobile applications. Students will t
introduced to the internals of the Al OS and mobile application development using the Android SDK.

Course Outcomes

CO1: Understand internals of the Android OS

CO2: Implement mobile application development using the Android SDK.

CO3: Implement GUI, Services, Datab&sennectivity and Web Service Integration
CO4: Understand network connectivity and integration of various APIs.

Curriculum Content

Unit 1: Overview of mobile applications, installing the development environment, Android Overview, architecture
overview awl Android development environment, Anatomy of an Android App, App lifecycle.

Unit 2: GUI development: XML for Ul design, development tools, Activities, multiple activities, Activity
lifecycle, Intents, MVC, GUI development, Lists, fragments, dialogsipAdBar, 2D graphics and drawables.

Unit 3: Services and Broadcast Services, Database connectivity with SQLite,Web service integration using JSO
XML, SOAP and RESTful services.

Unit 4: Network connectivity, Integration with multiple APIs.

Textbook(s)
1 Head First Android Development: A Brakriendly Guide, by Dawn Griffiths and David Griffiths.

Reference Books
1 Android ProgrammingThe Big Nerd RanchGuide(Big Nerd RanchGuides),2017.

Teaching and Learning Strategy
All materials(ppts, assignmentdabs, etc.) will be uploadedin Moodle. Teaching of students will be conducted
through power point lectures, tutorials, short classroom exercises.

Laboratories:

1. Write an applicationthat hastwo Activities andtwo relatedscreensNamethe Activities ActivityScreenland
ActivityScreen2 Placea buttonon eachscreerthat allows you to click thatbuttonto openthe otherActivity and
relatedscreen.
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2. Createaninformationlogging messagandaddit to the onCreateamethodin any programthatyou havecreated.
The logging messagecan say anything you want it to say. After you run the programusing the Run Debug
Configuration ook for your loggingmessagén the LogCatsectionin Eclipse.

3. Openyour GraphicalUserlterfaceExamplepplicationin the emulator,In Eclipse,go to Window and Open
PerspectiveOpena HierarchyView. Explorethe userinterfacein the HierarchyView. What value canthis view
addin your developmentExamineother perspectivesliscussedn Chapter4 suchas Pixel Perfectand DDMS.
Think abouthow you might useeachof theseperspectives your future developmenprojects.

4. Createa new applicationcalled TestLayouts For this applicationadd threestring variablesin the strings.xml
file underresourcesandaddvaluesthat you wantto assignto each(suchasyour own email addressand phone
numberanda websiteof your choicethatyou wanttheuserto link to). Createa graphicallayoutin which all three
of thesevariablesareclickableon thedisplay.

5. Usingthe TestLayoutsapplicationcreatedn Lab 4, addan EditTextfield andincludea hint for the userabout
whatto typein thefield. Add a Spinnercontrolthathassevenselectiontems.

6. Create a new application called Date/Time. Add the DatePickercontrol to the layout screen.Use the
DatePicker.OnDateChangedListet@getthe dateselectedy the userandthendisplaythatdatein a TextField.

7. Write a simple programusingthe GridLayoutanddisplay a box that showsa columnspanof 3 acrossthe top
and bottom, with the top labeledNorth andthe bottom labeledeastand which showsthe left andright sections
labeledEastandWest.

8. Write a programin which you placea ListView within a LinearLayout.Havethelist view displaysevencolors
in thelist, and displaythe selectionat the bottomof the screemafter the selectionis clicked. Insteadof usingthe
setContentView(intinethod how is the screerdisplayed?

9. Createa programtha will displayandallow the userto updatethefollowing preferences:
a. Theirusernamdenterinto atextfield)

b. WelcomeMessagdenterinto a textfield)

c. How theywantto handleApplication Updateqcheckbox)

d. Typeof datatheywantto download(from alist selection)

10. Write the codesnippetthatwould allow you to createa text file called® my D aanhdavrite thefollowing line

of datato thisnewfile * T hig ngy first line of datain anewf i |Lecatéwherethis file wasstoredandwrite the
pathto thatfile.

Approved by the Academic Council at its 17" Meeting held on 24.03.2021



Course Structure& Syllabus of MCA
Applicable for Batch: 2021-2023

Cybersecurity and Privacy

S. No. Course Title (Proposed) Credits: LTPC
1. Number Theory and Cryptology 2023
2. Foundation of Cyber Security 2103
3. Data Encryption & Network Security 2023
4 CyberCrime & Investigation 2023
5. Ethical Hacking & Digital Forensics 2023
6. Mobile & Wireless Network Security 2023
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Number Theory and Cryptology

Department offering the course ComputerApplications

Course Code CSF352

Course Title Number Theory and Cryptology
Credits (L:T:P:C) 2:0:2:3

Contact Hours (L:T:P) 2:0:2

Prerequisites (if any)

Course Basket Cyber security and privacy(DE)

COURSE OUTLINE:

This course will introduce the basic concepts of cryptography, which includes the Substitution & Transposition
Techniques, Public Key and Secret Key Cryptography. The course will consist of assigned reading, weekl
lectures, weekly practical, a midterm diivthl exam, and a sequence of class test and assignments. The goal of
the readings and lectures is to introduce the core concepts. The goal of the practical is to give students sor

exposure to secure code designing.

COURSE OBJECTIVE:
1 Tointroduce the student to elementary number theory, as required for further study of important
cryptographic protocols.
To introduce the student to the fundamentals of modern symmetric cryptography.
To enable the student to appreciate the significahce/ptography as a means of securing information in

the modern world.

COURSE OUTCOMES:
At the end of the course, the student will be able to:

CO 1. Understand the significance of cryptography to the modern world and the internet.
CO 2. Understand thetranale behind block cipher designs.

CO 3. Perform the cryptanalysis of a simple block ciphers.

CO 4. Solve elementary problems in number theory relating to cryptography.

CURRICULUM CONTENT

UNIT 1: @L)
Basic Cryptography Concepts- Basic Crypbgraphy Concepts, Purpose of Cryptograpteed for security,

Security Goals, Principles of security, Types of attacks.
Encryption Techniques: Plaintext, Cipher text, Substitution & Transposition Techniques,
Classical methods: Caesar cipher, Vigeneo#pher, The ond¢ime pad, Mechanical rotor systems, Vernam Cipher,

Affine Cipher, Hill Cipher, Playfair Cipher, Rail Fence Cipher, Columnar Cipher
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UNIT 2: @8L)
Modern ciphers: Block ciphers and their applications, Structure of a block cipftes,Fiestel structure, Key and

block size length, The Data Encryption Standard (DES), Double DES, Triple DES, AES.

UNIT 3: (8L)
Elementary Number Theory: Finite fields, Modular arithmetic, Efficient algorithms for modular arithmetic,

Fermat's little theorem, Euler's criteria, Euler's totient function.

UNIT-4 (8L)
Advanced Number Theory: Primality testing, prime factorisation, The Chinese riacher theorem, Quadratic

residues and calculating modular square roots and cube roots.

UNIT- 5: (8L)
Public Key Cryptography &Key Distribution: The key distribution problem, The Diffidellman method, RSA

and related methods, Linear cryptarsidy Differential cryptanalysis, Me#t-themiddle attacks,Symmetric
&Asymmetric key together.

TEXT BOOKS
1. §t allings, “CryptogfParpihnyc iapnlde sN ea nwdo r Fkr aScetciucre "t
2. A Neal Koblitz, “A CoQrryspet oignr aNuhnyb’e r Slphrei onrgye ra
3. Ji 11 Pipher, Jeffrey Hof fstein, Joseph H.
Cryptography”, Springer, 2008.
4, Ni ven, Zucker man and Montgomery, “An I ntrodu
REFERENCES
1. RA Molin,“ An I ntroduction to Cryptography”, Chap
2. Kahate, “Cryptography a+idHigherEdy@0% Security”,

TEACHING AND LEARNING STRATEGY
All materials (ppts, assignments, labs, etc.) will be uploaded in Moodle. Refer to yose aoliMoodle for details.

LIST OF EXPERIMENTS:

S.No. Experiment Name
1 Write a program to perform encryption and decryption using the folloalgayithms

a. Caeser cipher
b. Generalized Caesar Cipher
2. Write a program to perform encryption and decryption using the playfair cipher f
following data:

5( 2 11
3] 1 21
Plaintext= CRYPTOGRAPHY, Key= 0 15
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Write a program to perform encryption and decryption using the folloalopgyithms
a. Vigenere Cipher
b. Affine Cipher
Write a programto implementfollowing transpositiorciphers:
a. Rail FenceCipher
b. ColumnarCipher
Write a program to perform show the key generation process for a single round ¢
algorithm.
Write a program to perform show the

Use Extended Euclidean Algorithamd Calculate the Multiplicative inverse.
Write a program to show the working of.ES algorithm for data encryption.

Write a program to show the working of Asymmetric Encryption ScheRSA.
Write a program to show the working Dfffie -Hellman Key Exchange mechanism.
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Department offering the course ComputerApplications

Course Code CSF354

Course Title DataEncryptionandNetwork Security
Credits (L:T:P:C) 2:0:2:3

Contact Hours (L:T:P) 2:0:2

Prerequisites (if any)

Course Basket Cybersecurityandprivacy(DE)

COURSE OUTLINE:

The course deals with the underlying principles of cryptography and network security. Starting from the classic
encryption techniquet® the more advanced tools of network security, the course imparts an immense coverage ¢
the authentication and practices for securing network. The course deals with user/message authentication,

security fundamentals. The course wraps up with the atadeting of ACL, Firewalls and VPNs.

COURSE OBJECTIVE:
This course will cover the concept of security, types of attack experienced, encryption and authentication for de

with attacks, what is Network Perimeter Security, Access Control Lists and \Rrivate Networks.

COURSE OUTCOMES:

At the end of the course, the student will be able to:

CO1: ToUnderstand the significance of authentication process using digital signature.

CO2: ToUnderstand the significance of hash functions in data security.

CO03:Understand the concept of IP security and significance of Access control lists in network security.

CO4: Understand the concept of Communication Model, Network Perimeter Security Lists and Virtual Private
Networks.

CURRICULUM CONTENT

UNIT 1: (8L)
Symmetric & Asymmetric Key Cryptography: Algorithm types & Modes, Substitution and Transposition

Ciphers
User Authentication Mechanism: Authentication basics, Passwords, Authentication tokens, Certificate based &
Biometric authentication, DigitalSignatures: Digital Signatures, authentication protocols, digital signature

standards (DSS), proof of digital signature algorithm.

UNIT 2: (8L)
Message Authentication and Hash Function: Approaches to Message Authentication, authenticatioatifurs,

message authentication code, hash functions, birthday attacks, security of hash functions and MACS, MI

message digest algorithm, secure hash algorithm (SHA).
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Authentication Applications: Kerberos and X.509, directory authentication service, @eictrmail security
pretty good privacy (PGP), SIMIME

UNIT 3: @L)
IP Security: Architecture, Authentication header, Encapsulating security payloads, combining security

associations, key management.
Network Perimeter Security Fundamentals: Introduction to Network Perimeter, Multiple layers of Network
Security, Security by Router.

UNIT-4 (8L)
Access Control Lists: Ingress and Egress Filtering, Types of Access Control Lists, ACL types: standard and

extended, ACL commands.

Firewalls: Firewall Basics, Types of Firewalls, Network Address Translation Issues.

UNIT- 5: @L)
Virtual Private Networks: VPN Basics, Types of VPN, IPsec Tunneling, IPsec Protocols. VLAN: introduction to

VLAN, VLAN Links, VLAN Tagging, VLAN Trunk Protocol (VTP).

TEXT BOOKS

1. Forouzan, B. A., “Cryptogr ap hMil Eflucient201®.r k Secur i |
2. Stallings, “Crypt og¢fPRarpihnyc iapgnlde sN ea mwdo r Fkr aScetciucre "t,y P
REFERENCES

1. Kahate, A., “Cr ypSteocgurraipthyyHillddidwer B¢.e2008.0 r k

2. Godbol e, N. , “I'nformation Systems Security: S

Practices” John Wi ley & Sons I ndi a, 2009

TEACHING AND LEARNING STRATEGY

All materials (ppts, assignments, labs, etcl) né uploaded in Moodle. Refer to your course in Moodle for details.

LIST OF EXPERIMENTS:

S.No. Experiment Name
1 Write a program to show the Implementation of digital signature standard.
2. Write a program to show the Implementation of RSA digitghature.
3 Write a program to calculate the message digest of a text using the MD5 algorithm.
4 Write a program to calculate the message digest of a text using thd Sldgarithm.
5 Perform VTP configuration to establish client/server connection.
6 Demonstration of sniff for router traffic (using any software tool)
7 Implement Caesar Cipher & perform brute force attack on Caesar cipher.
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Create a Virtual Private Network (VPN) over WAN.
Implement and demonstrate IDS using any tool (using@eyant software)

Design and implementation of a simple client/server model and running application
sockets and TCP/IP.
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Department offering the course Computer Appications

Course Code CSF353

Course Title Foundation of Cyber Security
Credits (L:T:P:C) 3:0:0:3

Contact Hours (L:T:P) 3:0:0

Prerequisites (if any)

Course Basket Cyber security and privacy(DE)

COURSE OUTLINE:
This course aims to give an outline of cyber security. The coursequifp students with a vibrant view of the existing
cyber security landscape considering not only technical measures and defenses, but also the other theme ¢
including legal, management, crime, risk, social and human factors.
COURSE OBJECTIVE:
9 To undestand the crucial necessity of cyber security in computer systems, networks and enlighten numero
threat scenarios.
1 To understand the welhown cyberattack events, clarify the attack scenarios, and enlighten mitigation
techniques.
1 To understand the varnce between Systems Cyber Security, Network Cyber Security, and cryptography.
crypto-protocols etc.

1 To analyses the cyber threats to critical structures.

COURSE OUTCOMES:

At the end of the course, the student will be able to:
CO1: The cyber threat landscape, both in terms of recent developing issues and those issues which per
over time.
CO2: The roles and effects of governments, commercial and other organisations, citizens and criminals
cyber security affairs.
CO3:General values and policies that can be functional to systems to make them more vigorous to attack.
CO4: Key factors in cyber security from different corrective views including computer science, management

law, criminology, and social sciences.

CURRICULUM CONTENT
UNIT-1: INTRODUCTION TO CYBER SECURITY (8L)

Overview of Cyber Security, Cyber Threats & Crime, Cyber Espionage, Internet Governance, Challenges a
Constraints, necessity for a Comprehensive Cyber Security Policy, necessity foalaANibobrity, necessity

for an International convention on Cyberspace.
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UNIT-2: SECURITY THREATS AND VULNERABILITIES (8L)
Overview, vulnerabilities in software, Intrusion, Physical Theft, Abuse of Privileges, Malware infection,
System administrationComplex Network Architectures, Open Access to Organizational Data, Weak

Authentication, Unprotected Broadband communications, Poor Cyber Security Awareness.

UNIT -3: SECURITY PRACTICES & SECURITY SAFEGUARDS (8L)

Security Practices: Security Management, &urity Policy, Risk Management, Information Classification
Process, Security Procedures and Guidelines, Business Continuity and Disaster Recovery.

Security Safeguards: Overview, Access control, Audit, Authentication, Biometrics, Cryptography,
Deception, [nial of Service Filters, Ethical Hacking, Firewalls, Intrusion Detection Systems, Response,

Scanning, AntiMalware software.

UNIT -4:INTRUSION DETECTION &SECURING WEB (8L)

Intrusion detection and Prevention Techniques, Basic security for HTTP Applisaaind Services, Basic
Security for SOAP Services, ldentity Management and Web Services, Authorization Patterns, Securi
Considerations, Challenges, Network based Intrusion detection & Prevention Systems.

UNIT -5: SECURITY LAWS, STANDARDS & FORENSIC (8L)

Security Laws & Standards: Cyber Security Regulations, Roles of International Law, the state and Private
Sector in Cyberspace, Cyber Security Standards. The INDIAN Cyberspace, National Cyber Security Policy,

Cyber Forensic: Overview, HandlingPreliminary Investigations, Controlling an Investigation

TEXT BOOKS

1. Mi chael E Whitman and Herbert J Mattord, “Prin
New Delhi, 2003.

REFERENCES

1. Bill Nel son, “Computer Forensics and Investig
2. Mi ¢ ki Krause, Harol d F. Ti pton, “Ha-B8CB®MPrdss o f
LLC, 2004.

3. Matt Bi shop “ Compnuctee’r, SPeecaurrsiotny/ PAHIt, a2n0d0 2Sci e

TEACHING AND LEARNING STRATEGY

All materials (ppts, assignments, labs, etc.) will be uploaded in Moodle. Refer to your course in Moodle for detail:
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Departmentfferingthecourse ComputerApplications

CourseCode CSF446

CourseTitle EthicalHackingandDigital Forensics
Credits(L:T:P:C) 2:0:2:3

ContactHours(L:T:P) 2:0:2

Prerequisitesif any)

CourseBasket Cybersecurityandprivacy(DE)

COURSE OUTLINE:
This course willintroduce students about Hacking windows, Network hacking, Password hacking, TEP / IP
Checksums, Dos attacksSYN attacks, Smurf attacks, UDP flooding, DDOS Models. Firewalls, Packet filter
firewalls, Packet Inspection firewalls, Application Pyokirewalls. Batch File Programming, Fundamentals of
Computer Fraud, Strategic Planning Process, Architecture strategies for computer fraud prevention, Penetrat
testing process, Key Fraud Indicator selection process customized taxonomies, Compusiest-@recounting
Forensics, Journal risk and control matrix, Misuse detection and Novelty detection
COURSE OBJECTIVE:
This course provides an introduction the concepts of Ethical Hacking and provides an understanding of Compu
forensics fundamentals. Bhcourse will provide the opportunity to learn about different tool and techniques in
Ethical Hacking and will analyse various computer forensics technologies and methods for data recovery.
COURSE OUTCOMES:
At the end of the course, the student will béeao:
CO1.: Identify and analyse the stages an ethical hacker requires in order to compromise a target system.
CO2: To understand the concepts of computer forensics fundamentals and types of computer forensics.
CO03: To evaluate security techniques useprotect system and user data.

CO4: lllustrate the methods for data recovery, evidence collection and data seizure.

CURRICULUM CONTENT

UNIT 1: (8L)
Hacking windows— Network hacking— Web hacking- Password hacking. A study on varioaitacks— Input

validation attacks- SQL injection attacks Buffer overflow attacks Privacy attacks.

UNIT 2: (8L)
TCP / IP— Checksums- IP Spoofing port scanning, DNS Spoofing. Dos attacl&YN attacks, Smurf attacks,
UDP flooding, DDOS—- Models. Firewalls— Packet filter firewalls, Packet Inspection firewallsApplication

Proxy Firewalls. Batch File Programming.
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UNIT 3: (8L)
Fundamentals of Computer Fragdlhreat concepts Framework for predicting inside attacksManagingthe
threat— Strategic Planning Process.
UNIT-4 (8L)
Architecture strategies for computer fraud preventioArotection of Web sites Intrusion detection system

NIDS, HIDS - Penetrating testing proces§Veb Services- Reducing transactiomsks.

UNIT- 5: (8L)

Key Fraud Indicator selection process customized taxonomid&ey fraud signature selection process
Accounting Forensics Computer Forensics Journaling and it requirementsStandardized logging criteria
Journal riskand control matrix- Neural networks- Misuse detection and Novelty detection.

TEXT BOOKS
1. Stuart McCl ur e, Joel Scambray and Goerge Kurt.
Solutions”, Tata McGraw Hil/| Publishers, 2010.
2. Bensmith,and Briak o mer , “ Mi crosoft Wi ndows Security Res
REFERENCES
1. Kenneth C.Brancik, “Insider Computer Fraud” A
2. Ankit Fadia, “ Ethical Hack2006dMTCF202datébdse$ i on N
3. Stuart Mc Cl ur e, Joel Scambray and Goerge Kur
Solutions”, 5th Edition,. Tata McGraw Hil/ Pub

TEACHING AND LEARNING STRATEGY
All materials (ppts, assignments, labs, etdl) be uploaded in Moodle. Refer to your course in Moodle for details.
LIST OF EXPERIMENTS:

S.No. Experiment Name
1 Study of Security fundamentals, Ethical Hacking.
2. Study of System threat attackBenial of Services.

Study of Sniffing andpoofing attacks.

Study of Different attacks causes by Virus and Trojans

Study of Techniques uses for Web Based Password Capturing.
Study of Antiintrusion Technique Honey pot.

Password Cracking using Rainbow Crack.
ExtractingAdministrator password using LCP.
Find hidden files using ADS Spy.

10 Study of FTK Imager, Encase Forensic tools

O©oo~N OO0~ wW
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Department offeringthe course Computer Applications
CourseCode CSF355

CourseTitle Cyber Crime& Investigation
Credits(L:T:P:C) 3:0:0:3

Contact Hours(L:T:P) 3:0:0

Prerequisites(ifany)

CourseBasket Cyber security and privacy(DE)

COURSE OUTLINE:

This course provides an impression of cybercrime and the investigation practices put in papend to

them. The course will emphasis on the types and extent of present cybercrimes, how the justice syst
responds to these crimes, the various legal protections afforded to computer users, the regulation and polic
that govern cybercrime deteati@nd prosecution, and related machineries.

COURSE OBJECTIVE:

To describe the nature and area of cybercrime.

To grow knowledge of key incidents of cybercrime and their subsequent influence.

To study and debate national and global digital law implementafforts.

To categorize and assess the precise technology that enables cybercrime and digital law enforcement.
To assess the influence of cybercrime on information professions.

arwhpE

COURSE OUTCOMES:

Having successfully completed this course, students gviidde to reveal facts and understanding of:
CO1: Analyse the essential concepts of cybercrime and forensics.

CO2: Distinguish the object and causes for cybercrime, detection and handling.

CO03: Define the extents affected by cybercrime and investigation.

CO4: Demonstrate tools used in cyber forensic.

CO5: Validate their knowledge of report writing and forensic ethics.

CURRICULUM CONTENT

UNIT-1: PRINCIPLES AND CONCEPTS OF CYBER CRIMINOLOGY (8)
Crime, Offence, Misdemeanour, Cyber Space, Cyber Cribyber Criminology, Information Security,
Penetration Testing, Incident Response, GRC, Conventional crimes vs. Cyber Crimes, White Collar Crime
Economic Offences, Organized Crimes, Terrorism, Crime and Media and other contemporary forms c
crimes.

UNIT-11: PSYCHOLOGY OF CYBER CRIMINALS (8)
Types of Cyber Criminals, Modus Operandi of Cyber Criminals, Profiling of Cyber Criminals, Tools and
Techniques adopted by Cyber Criminals, Psychological theories relating to cyber criminals, Causes of Cyb
Crimes, Criminological Theories and Cyber Crime, Routine Activity Theory, Social Learning Theory,
Differential Association Theory, Differential Opportunity Theory, Media and Crime and latest theories and
other related theories.

UNIT-111: DIGITAL INVESTIGATION (8)
Digital Evidence and Computer Crime, History and Terminology of Computer Crime Investigation,
Technology and Law, The Investigative Process, Investigative Reconstruction, Motive and Technology
Digital Evidence in the Courtroom.
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UNIT-1V: COMPUTER FORENSIC & UNDERSTANDING INFORMATION (8)
Computer Forensic Fundamentals: Applying Forensic Science to computers, Computer Forensic Services,
Benefits of Professional Forensic Methodology, Steps taken by computer forensic specialists.
Methods of storing data: number systems, character codes, record structures, file formats and file signatures
Word processing and graphic file formats, Structure and Analysis of Optical Media Disk Formats,
Recognition of file formats and internal buffers, Exgtian of forensic artefacts, understanding the
dimensions of other latest storage devices, SSD Devices.

UNIT-V: TYPES OF COMPUTER FORENSICS TOOLS AND TECHNOLOGY (8)
Tools and Types of Military Computer Forensics Technology, Tools and Types of Lawcé&mnént
Computer Forensic Technology, Tools and Types of Business Computer Forensic Technology.

TEXT BOOKS
1. SunitBelapurand Ni na Godbol e. “Cyber Security: Under
Legal Perspectives”, Vl26823179]pablish dateR013. Lt d, | SBN:
2. Bi l Nel son, Amelia Philips and Chd ilsrnwesteirg &St

Edition, Cengage Learning 2015.

REFERENCES

1. Thomas J Mowbr ay, “Cybersecurity Managi ng
I ntrusions”, copyright 20441884965 2@%hn Wil ey & sol
2. James Graham,Byn Ol s on, Ri ck Howar d, “Cyber Security
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Department offering the course ComputerScienceandEngineering
Course Code CSF445

Course Title Mobile andWirelessNetwork Security
Credits (L:T:P:C) 3:0:0:3

Contact Hours (L:T:P) 3:0:0

Prerequisites (if any)

Course Basket Cybersecurityandprivacy(DE)

COURSE OUTLINE:

This course will introduce students abddbbile and Wireless NetworksVulnerabilities of Wired and
WirelessNetworkslt also includes overview dfundamental Security Mechanisrikgsh functions, Electronic
signatures and MAC, Cryptographic protocolBopics would also includeWi-Fi Security Dedicated
Architectures and Bluetith Security

COURSE OUTCOMES:
The purpose of this course is to providedkpth knowledge about cellular design concepts and understanding
of 3G Wireless network. It also provides an understanding of various security concerns and protocols |
wireless mtworks (e.g., WiFi and mobile cellular networks) and mobile systems and applications.

COURSE OUTCOMES:

On successful completion of the course, students will be able to achieve the following:

CO1: Understand the security threats and vulnerabilitiesreless and mobilsystems.

CO2: Understand the security mechanisms and authentication procedures.

CO03: Understand the strategies for developing secure mobile applications.

CO04: Use of mobile security penetration tools for evaluating the robustnessité applications.

CO5: Gain knowledge about some of the models, design principles and solutions used in wireless network
security to obtain authentication.

CURRICULUM CONTENT

Unit 1: Introduction to Mobile and Wireless Networks (8)

Introduction, Cellular network basic concepts and Applications, First generation (1G) mobile, Second generatic
(2G) mobile, Third generation (3G) mobile, IEEE wireless networks, WLAN: IEEE 802.11, WPAN: IEEE 802.15,
WMAN: IEEE 802.16, WMANmobile: IEEE 802.20, MIH: IEEE 802.21, WRAN: IEEE 802.22, Macro mobility,
Micro mobility, NEMO and MANET networks

Unit 2: Vulnerabilities of Wired and Wireless Networks (8)
Introduction, Security in the digital age, Threats and risks to telecommunications systems, Homogenity v
heterogeneity, The Internet and security

Unit 3 Fundamental Security Mechanisms (8)

Basics on security, Symmetric and asymmetric cryptograplaghHunctions, Electronic signatures and MAC,
Cryptographic protocols, Secure communication protocols and VPN Implementation, Secure Socket Layer (SS
and Transport Layer Security (TLS), IPsec protocol suite, Comparison between SSL and IPsec seogotg, prot
IPsec VPN and SSL VPN, Authentication, Access control, Firewalls, Intrusion detection

Unit-4 (8)

Wi-Fi Security Dedicated Architectures: IntroductionHot spot architecture: captive portals, Captive portal
overview, Security aalysis, Wireless intrusion detection systems: architecture, events, example; Wireles:s
honeypots: design, requirements.
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Wi-Fi Security: Introduction, Attacks on wireless networks, Passive attacks, Active attacks, TCP attacks, Trojal
attack, Dictionary attdes, Security in the IEEE 802.11 standard, IEEE 802.11 security mechanisms, WEP (Wirec
Equivalent Privacy), WEP shortcomings, Attacks, Security in 802.1x, Authentication in wireless networks
RADIUS, EAP authentication procedures, PKI, Level 3 VH¢ec

Unit- 5: (8)

Bluetooth Security: Introduction, Organization of Bluetooth nodes in the network, Bluetooth technical
specification, Radio physical layer, Baseband, Link controller, Bluetooth device addressing, HCI layer, L2CAI
layer, Bluetooth secity, Bluetooth encoding, Attacks.

TEXT BOOKS
1 Charlie Kaufman, Radia Perlman and Mike Speciner, Network Security: Private Communication in &
Public World, , Second Edition, Prentice Hall, 2002.
1 Jonathan Katz and Yehuda Lindell, Introduction to Mod@&myptography, Chapman & Hall/CRC
Cryptography and Network Security Series, 2nd edition 2014.
1 Frank Adelstein, Sandeep K.S. Gupta, Golden G. Richard lll, and Loren Schwiebert, Fundamentals ¢
Mobile and Pervasive Computing, 2005.

REFERENCES
1. LeventeButtyan and Jedierre Hubaux, Security and Cooperation in Wireless Networks, 2008.

2. James Kempf, Wireless Internet Security: Architectures and Protocols, 2008.
3. PatrickTraynor, Patrick McDaniel, and Thomas La Porta, Security for Telecomriiongchletworks, 2008.
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Computer Vision and Biometrics

S. No. Course Title (Proposed) Credits:LTPC
1. Digital Image Processing 2023
2. Computer Vision 2103
3. Information Retrieval 2023
4 Machine Learning 2023
5. Satellite Image Processing 2023
6. Biometrics Security 2023
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Postgraduate Course Description Document

Department offering the course ComputerApplications

Course Code CSF448

Course Title Biometric Security

Credits (L:T:P:C) 3:0:0:3

Contact Hours (L:T:P) 3:0:0

Prerequisites (if any)

Course Basket Computervision andbiometricsDE)

Course Summary

Biometrics is the scienceof identifying or authenticatingani n d i v iidéntita baseson behaviouralor

physiological characteristics Governmentlds, secureelectronic banking, retail sales,and health and social

servicesall havebenefitedfrom the useof biometrictechnologyandwill continueto do so asbhiometricresearch
advancesThis courseintroducesstudentsto the basic principlesand methodsusedfor biometric identification.

The objectiveis to provide studentswith the scientific foundationsneededto design,implement,and evaluate
largescalebiometricidentificationsystems.

Course Obijectives

Theaim is to give studentsan understandingf biometric systemsbasedon a numberof biometrictraits suchas
face,fingerprint,iris, andhandshapeIn this coursewe will coverbasicandadvancedechniquedor biometrics
applicatins using MATLAB, biometric systemmodalitiessuchas face recognition,fingerprint recognition,iris

recognition, and hand shaperecognition, Biometric systemdesign and performanceevaluation, multi-modal
biometricsystemsandprivacyandethicalissues.

Course Outcomes
On successfutompletionof the course studentswill beableto achievethefollowing:
a. Basic information on the fundamentalphysical and organic scienceand designing standardsof
biometricframeworks
b. Understandbiometric frameworks and be able to examine and design for essentialbiometric
frameworkapplications
c. UnderstandrariousBiometricsecurityissues
d. DescribeCryptographysecurityandFuzzymodels

Curriculum Content
Unit-1
Introductiorr Authenticationsystems,Developmentof biometric authentication.Basic terms,
biometric data,biometric characteristicshiometric features biometrictemplatesandreferences.
Expectedpropertiesof biometric identifiers. Basicsin biometric errors estimation.Enrolment,
verification and idenification. How AuthenticationTechnologieswvork, Benefits of biometrics
overtraditionalauthenticatiorsystemsHow Biometricswork. Applicationsof Biometrics.
Unit-2
Fingerprints and Hand Geometry: Technical description, Characteristics, Competing
technologies, StrengthsWeaknessesDeployment. Face and Voice Recognition: Technical
descriptionCharacteristicsStrengthsNeaknesse®eployment.
Unit-3
Biometric SystemSecurity: Secureransferof biometricdata.Securestorage useof smartcards,
principles of matchoff-card and matchon-card techniquesBiometricsin the cloud. Points of
attack. Privacy models.Spoofing: Static and dynamiclivenessfeatures.Livenessdetectionin
biometrics. Selected liveness detection techniques,frequency analysis for paper printouts
detection.
Unit-4
Protection:Overviewof principlesfrom cryptographyto securefuzzy data. Templateprotection
strategiesfeature protection, key-binding, key-generating hybrids. Overview of fuzzy vaults,
fuzzy commitment,fuzzy extractorsand revocablebio tokens.Bio cryptographicinfrastructures
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for securgemplatemanagement.

Text Books

1. JohnD. Woodward Jr. NicholasM. OrlansPeterT. Higgins,“ B i o0 me dreamtecls,2003
2.Samir Nanavathi, Michel Thieme, Raj Nanavathi " B i o m-déntity wedfication in a
net wildy Eastern2002

Reference Books

1. John Chirillo and Scott B | a ulinplefnenting Biometric S e ¢ u r \Vileyy Eastern
Publications2005

Teaching and Learning Strategy

The teachingof studentswill be conductedthrough power point lectures,tutorials, short classroom
exercisesaimed at solving real life problems.The lecture material will be availedto the studentsin
Moodleto enablethemhaveappropriataeading.

Hardware and Software Requirement
Not Applicable

List of Experiments
Not Applicable
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Postgraduate Course Description Document

Department offering the course ComputerApplications

Course Code CSF358

Course Title ComputenVision

Credits (L:T:P:C) 2:0:2:3

Contact Hours (L:T:P) 2:0:2

Prerequisites (if any)

Course Basket ComputenVision & Biometric§DE)

Course Summary

Computervisionis the scienceandtechnologyof machineghatcansee.As a scientific discipline,computevision
is concernedvith the theorybehindartificial systemshat extractinformationfrom images.The imagedatacan
take many forms, such as video sequencesyiews from multiple cameras,or multi-dimensionaldata from a
medical scanner.As a technologicaldiscipline, computervision seeksto apply its theoriesand modelsto the
constructionof computervision systemsVarious researchareasincludes: Applicationsin Display Technology,
ComputeVision for Navigation,Metrology, High Level Video Analysis,andHumanComputerinterfaces.

Course Obijectives
This courseis designedo provideknowledgeaboutcomputervision algorithm, methodsand conceptswhich will
enablethe studentgo implementcomputervision systemswith emphasi®n applicationsandproblemsolving.

Course Outcomes
On successfutompletionof the course studentswill beableto achievethefollowing:
a. Torecognizeandidentify specificfacesamongothers.
b. Learnhowto install OpenCVandexplorebasicimageprocessingoncepts.
c. To developtechniquego separatdoregrourd andbackgroundn images,createstunningpanoramas,
calibratecameraandautomaticallydetecttcommonobjectslike facesor peoplein images.
d. Tobuild a3D representationf a sceneusingstereoscopitmages.

Curriculum Content
Unit-1
Introductionof ImageFormation,GeometricCameraModels, Light and Shading,HumanColor
perception, Linear filters, Local image features, texture. Binary Image Analysis and
SegmentationPropertiesdigital geometry,SegmentationMachinelearningfor madine vision:
Learning and inference in vision, modelling complex data densities, regression models,
Classificatiormodels
Unit-2
Imagesegmentatiotby clustering:Basic Clusteringmethodswatershedalgorithm,segmentatior
using K-means,Mean Shift: Finding Local Modesin Data, Clusteringand Segmentatiorwith
Mean Shift, SegmentationClusteringand Graph,Hough TransformationMotion segmentation
Opticalflow andmotion, flow models,motionsegmentationvith layers;Model Selection:Cross
Validation.
Unit-3
Tracking: Tracking by detection,Tracking translationby matching,Affine transformation;The
kalmanfilter, Forwardbackward Smoothing;Data association;Particle filtering Classification
Strategies: Mahalanobis distance, ClassConditional histograns, Naive Bayes, Nearest
Neighbours,Linear Supportvector machine,Kernel Machines,Boosting and adaboostObject
detectionin Images: Sliding window methods:Face detection,detectingHumans, Detecting
boundariesdetectingdeformableObjects.
Unit-4
Image processingor featuredetectionandmagesynthesisedgedetectioncornerdetection/ine
andcurvedetection SIFT operator)magebasednodellingandrenderingMosaics,snakes
Stereo:shapefrom shading,photometricstereo,texture, Occluding contaur detection,motion
analysis:Motion detectionand optical flow structurefrom motion; Object recognition: Hough
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transformsandothersimpleobjectrecognition

Text Books

1. David A. Forsythand JeanPonce.ComputerVision: A Modern Approach.SecondEdition
Pearsor2015

2. RobertHaralick and Linda Shapiro.Computerand Robot Vision. Vol-I/ll, AddisonWesley,
1993

Reference Books
1. Milan Sonka,Vaclav Hlavac, and Roger Boyle. Image ProcessingAnalysis, and Machine
Vision. FourthEdition. CENGAGELearning

Teaching and Learning Strategy
All materials(ppts, assignmentdabs, etc.) will be uploadedin Moodle. Referto your coursein Moodle
for details.

Hardware and Software Requirement
Corei5; RAM > 4GB; 1 TB HardDisk; C/C++andPythononwindow (32/64bits) platform

List of Experiments
1. OpenCV installation procedure for Windows/Linux
EnvironmentSetup usingOpenCV andProgrammindanguagegC, C++, andPython)
Readinganddisplayinganimage
2.Drawing Shapes
3.Image Processing
Enhancindow light image
ImageMorphology
Applying GeometricTransformgo animage
4. Image steganography
5. Segmenting Images and obtaining interesting points
6. Calibration and Stereo Images
Understandingteredmages
Generatinga DepthMap
7. Edge detection and real-time video processing
8.Exploring structure from motion using OpenCV
9.Number plate recognition using SVM and Neural Network
10.Non-rigid face tracking
11.3D Head pose estimation using Active Appearance Models (AAM)
12. Recognizing Objects
Detectingshapesi-acesandPeople
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Postgraduate Course Description Document

Department offering the course ComputerApplications

Course Code CSF356

Course Title Digital ImageProcessing

Credits (L:T:P:C) 2:0:2:3

Contact Hours (L:T:P) 2:0:2

Prerequisites (if any)

Course Basket ComputeVision & Biometric§DE)

Course Summary

This coursewill introducestudentsaboutthe basisof digital imageprocessingyarioustypesof imagemodelsand
conversionfrom one model to another.They can learn about spatial and frequencydomain modelsfor image
processingand will able to implementvariousimage enhancementechniquedike filtering, object extraction.
Theywill alsoableto understandhe classificationof objectsthroughfeatureextraction.

Course Obijectives

The participantswill learnthe basicconceptof digital imageprocessingworking with imagesusingspatialand
frequencydomain, implement various image enhancementechniqueslike filtering to an image using these
domains Moreover,classificationof contentpresentsn animagethroughobjectsdetectionandfeatureextraction
from the giveninputimagewill beclear.

Course Outcomes
On successfutompletionof the course studentswill beableto achievethefollowing:
a. Understandhebasisof imageprocessing.
b. Understandhespatialdomainandfrequencydomainapproachesf digital imageprocessing.
c. Implementvarioustechniquesissociateavith imagefiltering i.e. smoothingandsharpening.
d. Learnandimplementtheimageenhancemertechnigues.
e. Tounderstandheapproachefor enhancemeruf colourimages.
f. Implementthe conceptf classificationthroughobjectdetectionfollowed by featureextraction.

Curriculum Content
Unit-1: Introduction
Motivation and PerspectiveApplications,Component®f ImageProcessingystem Elementof
Visual Perceptiona Simple Image Model, Samplingand Quantization.lmage Enhancemenin
Spatial Domain; Basic Gray Level Functions— Piecewiselinear TransformationFunctions:
Contrast Stretching; Histogran Specification; Histogram Equalization; Local Enhancement
Enhancementising Arithmetic/Logic Operations- ImageSubtractionlmageAveraging; Basics
of Spatial Filtering; Smoothing - Mean filter, Ordered Statistic Filter; Sharpening— The
Laplacian.
Unit-2: Image Enhancement in Frequency Domain
Fourier Transformandthe FrequencyDomain,Basisof Filteringin FrequencyDomain, Filters —
Low-pass, High-pass; Correspondenc@&etween Filtering in Spatial and FrequencyDomain;
Smoothing FrequencyDomain Filters — GaussianLow pass Filters; SharpeningFrequency
DomainFilters— Gaussiarhigh pasdfilters; Homomorphisntiltering.
Unit-3: Segmentation
RegionExtraction,PixelBasedApproach Multi-level Threshold Local Threshold Regionbased
Approach,EdgeandLine Detection:EdgeDetection,Edge OperatorsPatternFitting Approach,
Edge Linking and Edge Following, Edge ElementsExtraction by Threshold,Edge Detector
Performancel.ine Detection,CornerDetection,imageRegistration.
Unit-4: Color Image Processing
Color Fundamentals,Color Models, and Converting Colors to different models, Color
Transformation, Smoothing and Sharpening, Color Segmentation. Morphological Image
Processing:Introduction, Logic Operationsinvolving Binary Images, Dilation and Erasion,
Opening and Closing, Morphological Algorithms — Boundary Extraction, Region Filling,
Extractionof ConnectedComponentsConvexHull, Thinning, Thickening
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Unit-5: Feature Extraction

Representation,Topological Attributes, Geometric Attributes Descrption, Boundarybased
Description,RegiorrbasedescriptionandRelationshipObjectRecognition, Deterministic
Methods, Clustering, Statistical Classification, Syntactic Recognition, Tree Search, Graph
Matching

Text Books

1. Digital ImageProcessing3rd Edition) RafaelC. GonzalezRichardE. WoodsPrenticeHall,
2007

Reference Books

1. RobertJ. Schalkoff, Digital Image Processingand ComputerVision, JohnWiley and Sons,
NY, 1stEdition, 1989.

2. Anil K. Jain,Fundamentalsf Digital ImageProcesmg, PrenticeHall, UpperSaddleRiver, NJ

Teaching and Learning Strategy
The teachingof studentswill be conductedthrough power point lectures,tutorials, short classroom
exercisesaimed at solving real life problems.The lecture material will be availedto the studentsin
Moodleto enablethemhaveappropriateeading.

Hardware and Software Requirement
Corei3/i5; RAM > 4GB; 500GB/ 1 TB HardDisk; MATLAB 2019bon Window platform32/64bits

List of Experiments
The primary objectiveof this lab is to supplemenanundergraduatéevel courseon imageprocessingnd
enablestudentsto understandhe subjectbetter. The lab consistsof a diverseset of experimentswith
objective, theory, assessmenteferencesand interactive exampleswhich are desgnedto improve the
clarity in understandin@f the basicconceptslt is importantthat the studentgoesthroughthe objectives
andtheunderlyingtheorybeforecarryingout the experimentgo getmaximumbenefit.
1.Towrite aMATLAB programto performfollowing operation®n animage.
(a) To readanddisplayanimage. (b) To performdatatype conversiorto 8 bit, 16 bit, 32 bit and
doubledatatypes. (c) To performfile formatconversionn jpg, jpeg, png,bmpandtiff formats
2.Towrite aMATLAB programto performfollowing operations.
(a) To readanddisplayanimage.
(b) To createa Gray-scaleimageandperformmaskingoperation.
(c) To performthresholdoperation
3.Towrite aMATLAB programto performArithmetic operations
(a) Addition
(b) Subtraction
(c) Multiplication
(d) Division
4.Towrite aMATLAB programto performfollowing operations.
(a) To addthefollowing noiseso animage:Salt& pepperSpeckle PoissonGaussian.
(b) To filter animageusingthefollowing typesof filter: MedianWeinerGaussiarLaplacian
5.To write aMATLAB programto performthe following morphologicaloperationson the given
image:
(a) Dilation
(b) Erosion
(c) Opening
(d) Closing
6.To write aMATLAB programto performthefollowing enhancementsn animage:
(a) BrightnessandContrastAdjustment
(b) GammarTransformationPowerLaw Transformation
(c) Gray-level Slicing
(d) Bit PlaneSilicing
(e) Logarithmictransformation
(f) Contraststretching
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7. Towrite aMATLAB programto performthe detectionof edgesy following algorithms:
(a) Sobel

(b) Canny

(c) Roberts

(d) Prewitt

8. Generatehe DFT basisimagefor the givenmatrix dimension

9. Find the DiscreteFourier Transformof animage

10. Provetherotationalproperty& convolutionof DFT

11. Generatea Basisimageswith the given matrix dimensionusingDCT transforms
12. Performthediscretecosinetransformon the givenimage

13. Enhancecontrastghe givenimagesusinghistogramequalization
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Postgraduate Course Description Document

Department offering the course ComputerApplications

Course Code CSF447

Course Title InformationRetrieval

Credits (L:T:P:C) 3:0:0:3

Contact Hours (L:T:P) 3:0:0

Prerequisites (if any)

Course Basket ComputeVision & Biometric§DE)

Course Summary

Informationretrievalis the procesghroughwhich a computersystemcanrespondo a user'squeryfor text-based
information on a specifictopic. IR was one of the first and remainsone of the mostimportantproblemsin the
domainof naturallanguagegprocessindNLP). Web searchs the applicationof informationretrievaltechniquedo
the largestcorpusof text anywherethe webandit is the areain which mostpeoge interactwith IR systemsmost
frequently.

Course Obijectives

The aimis to give studentsan understandingf the fundamentatechniquedor hypermediaarchitecturesgdesign
and usability, documentmanagemenandretrieval, metadatananagementand searting the web. In this course,
we will coverbasicandadvancedechniquedor building textbasednformationsystemsjncluding the Efficient

text indexing, Booleanand vectorspaceretrieval models,Evaluationandinterfaceissues R techniquedor the
web, including crawling, link-basedalgorithms, and metadatausage,Documentclustering and classification,
Traditionalandmachindearningbasedankingapproaches.

Course Outcomes
Onsuccessfutompletionof the course studentswill be ableto achievethefollowing:
a. Knowledge and understanding

1) Be familiar with the fundamentalsof hypermediasystems,and hypermediadesign and
usabilitymethodologies.

2) Understandhedifficulty of representin@ndretrievingdocuments.

3) Understandhelatesttechnologiedor linking, describingandsearchinghe Web.

4) UnderstandherelationshipbetweenR, hypermediaandsemantianodels.

b. Cognitive skills (thinking and analysis)

5) Be familiar with classicaltechniquef Information Retrieval,andthe additionaltechniques
employedby Web searchenginessufficientto understandow Web searchengineswork and
howtheycouldbeimproved.

6) Be familiar with techniquedor conveyingthe meaningof documentsr hypermediscontent,
for example metadatathesauriandclassificationtaxonomies

7) Sufficientto understandheir applicationto the"semanticWeb".

¢. Communication skills (personal and academic)

8) Be familiar with thefundamentks of hypermediasystemssufficientto know howto developa

goodWebhypermediaandwhy a Websiteis goodor bad.
d. Practical and subject specific skills (Transferable Skills)

9) Be able to implement techniquesfor the preprocessingneededfor information retrieval
systems.

10) Be ableto developa smallinformationretrievalsystem.

Curriculum Content
Unit-1: Introduction to Information Retrieval
Thenatureof unstructurechindsemistructuredext. InvertedindexandBooleanqueries.
Text Indexing, Storageand CompressionText encoding:tokenization,stemming,stop words, phrases,
index optimization. Index compression:lexicon compressionand postings lists compression.Gap
encoding,gammacodes,Z a p Law.dndex construction Postingssize estimaion, mergesort, dynamic
indexing,positionalindexesn-gramindexesyealworld issues.
Unit-2: Retrieval Models
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Booleanyvectorspace;TFIDF, Okapi, probabilistic,languagemodelling,latentsemantidndexing.Vector
spacescoring.The cosinemeasureEfficiency considerationsDocumentengthnormalization Relevance
feedbackandqueryexpansion.

Unit-3: Performance Evaluation

EvaluatingsearchenginesUserhappinessprecision,recall, F-measureCreatingtest collections:kappa
measureinterjudgeagreement.

Text CategorizatiorandFiltering: Introductionto text classification Naive Bayesmodels.Spanfiltering.
Vector spaceclassificationusinghyperplanes;centroids k NearestNeighbours Supportvectormachine
classifiersKernelfunctions.Boosting.

Unit-4: Text Clustering

Clusteringversusclassification.Partitioningmethods K-meansclustering.Mixture of Gaussiansnodel.
Hierarchicalagglomerativelustering.Clusteringtermsusingdocuments.

Unit-5: Web Information Retrieval

Hypertext,web crawling,searchenginesranking,link analysisPageRankITS.
RetrievingStructureddocuments XML retrieval,semantioveb

Text Books

1.ChristopheD. Manning,PrabhakaRaghavanandHinrich Schiitze 2008. Introductionto Information
Retrieval,Cambridgeuniversitypress

Reference Books

1.David Lowe andWendy hall, Hypermediaandthe Web: an EngineeringApproach,JohnWiley, 1999,
ISBN: 0-417-983128

2. R.K. Belew, Finding out about-A cognitive perspectiveon searchenginetechnologyand the www,
CambridgeUniversity Press 2001

Teaching and Learning Strategy
The teachingof studentswill be conductedthrough power point lectures,tutorials, short classroom
exercisesaimed at solving real life problems.The lecture material will be availedto the studentsin
Moodleto enablethemhaveappropriataeading.

Hardware and Software Requirement
Not Applicable

List of Experiments
Not Applicable
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Postgraduate Course Description Document

Department offering the course ComputerApplications

Course Code CSF341

Course Title MachineLearning

Credits (L:T:P:C) 2:0:2:3

Contact Hours (L:T:P) 2:0:2

Prerequisites (if any)

Course Basket ComputenVision & Biometric§DE)

Course Summary

This courseis designedo provide an introductionto techniqguesand algorithmsin machinelearning,beginning
with topics such as classificationand linear regressiorand ending up with more recenttopics suchas support
vector machines,decisiontree, and Bayesiannetworks. The coursewill give the studentthe basicideasand
intuition behindmodernmachinelearningmethodsaswell asa bit moreformal understandingf how, why, and
whentheywork.

Course Obijectives

This courseis designedto provide knowledge about basic conceptsof Machire Learning, identify machine
learningtechniquessuitablefor a given problem,solve the problemsusing variousmachinelearningtechniques,
apply Dimensionalityreductiontechniquesnddesignapplicationusingmachingearningtechniques.

Course Outcomes
On successfutompletionof the course studentswill beableto achievethefollowing:
a. Differentiatevariouslearningapproachesndto interpretthe conceptof supervisedndunsupervised
learning.
b. Compareahedifferentdimensionalityreductiontechriques.
c. lllustrate the working of classifiermodelslike SVM, Neural Networksandidentify classifiermodel
for typical machindearningapplications.
d. Apply clusteringalgorithmsandidentify its applicabilityin reallife problems.

Curriculum Content
Unit-1
The Machine Learning LandscapeWhat Is Machine Learning, Why Use Machine Learning,
Types of Machine Learning Systems,Supervised/Unsupervisedearning, Batch and Online
Learning,InstanceBasedVersusModelBasedLearning,Main Challenge®f Machire Learning,
TestingandValidating.
Unit-2
Classification: MNIST, Training a Binary Classifier, Performance Measures: Measuring
Accuracy Using CrossValidation, Confusion Matrix, Precisionand Recall, Precision/Recall
Tradeoff, the ROC Curve. Multiclass Classification,Error Analysis, Multilevel Classification,
Multi -OutputClassification.
Unit-3
Training Models: Linear Regression,The Normal Equation, And ComputationalComplexity.
GradientDescent,Batch Gradient Descent,StochasticGradient Descent,Mini-batch Gradient
Descent. Polynomial Regression, Learning Curves, Regularized Linear Models, Ridge
RegressionLassoRegressionElastic Net, Early Stopping,and Logistic RegressionEstimating
Probabilities TrainingandCostFunction,DecisionBoundariesSoftmaxRegression.

Text Books

1.AurélienGéron,Handson MachineLearningwith Scikit-Learn & TensorFlow, O'Reilly
Reference Books

1.TomMitchell, MachineLearning,McGrawHill, 1997

2. EthemAlpaydin, Introductionto MachineLearning,PHI
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Teaching and Learning Strategy

All

materials(ppts, assignmentdabs, etc.) will be uploadedin Moodle. Referto your coursein Moodle

for details.

Hardware and Software Requirement
Corei5; RAM > 4GB; 1 TB HardDisk; Python/ R Programming-anguageon window platform

List of Experiments
1.Environment Set-up
Downloadsetupfiles
Installation
EnvironmentSetup
DemoProgram
2.Data Handling
DownloadingDataset
Import/ExportDatasefiles
Summarizatiorof dataset
3.Data Pre-processing
MissingValue
Outlier Handling
Formattingdata
4.Descriptive Statistics
variance standarddeviation,shape- skewnesskurtosis,percentilesfive pointsummary
boxplots,histogramsbar plot, pie chart,scatterplot, two way tables,
covariancegorrelationanalysis Chi-Squareestfor two way tables
5.Supervised Learning- Regressions
LinearRegressionvith onevariable
LinearRegressionvith multiple variable
Polynomialregression
6.Supervised Learning- Classifications
Logistic Regression
DecisionTree
k-NearesiNeighbours
SupportVectorMachine
7.Unsupervised Learning- Clustering
K-meang<lustering
Hierarchicalclustering
8.Deep Learning
Implementatiorof ANN
Implementatiorof CNN
Implementatiorof RNN
9.Data Transfer Learning
Importing pre-trainedmodels
Implementatiorof pre-trainedmodelswith a newlearningmodel

References

a) IIT Kharagpur(https://cse.iitkgp.ac.in/~saptarshi/courses/ml2018spring/)

b) VNIT, Nagpur(http://cse.vnit.ac.in/people/rbkeskar/teachigurrentcourses/machinkearning/)
¢) lllinois Instituteof Technology Chicago(http://www.cs.iit.edu/~agam/cs584/#syllabus)

d) Massachuges Instituteof Technology Massachuseti@ttp://Icsl.mit.edu/courses/ml/1718/)

Postgraduate Course Description Document
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Satellite Image Processing

Department offering the course ComputerAppications

Course Code CSF357

Course Title SatellitelmageProcessing
Credits (L:T:P:C) 2:0:2:3

Contact Hours (L:T:P) 2:0:2

Prerequisites (if any)

Course Basket ComputenVision & Biometric§DE)

Course Summary

This coursewill introducestudentsaboutthe basisof digital imageprocessingyarioustypesof imagemodelsand
conversionfrom one model to another.They can learn about spatial and frequencydomain modelsfor image
processingand will able to implementvariousimage enhancementechniquedike filtering, object extraction.
Theywill alsoableto understandhe classificationof objectsthroughfeatureextraction.

Course Objectives

The objectiveof the courseis to describeaboutthe procedureof satellitedataacquisitionandanalysis.Moreover,
interpretationand classificationof conten presentsin a satellite image through objects detectionand feature
extractionfrom the giveninputimage.

Course Outcomes
Onsuccessfutompletionof the course studentswill be ableto achievethefollowing:
a. Selectthetypeof remotesensingechnique datafor requiredpurpose.
b. Identify theearthsurfacefeaturedrom satelliteimages.
c. Analysetheenergyinteractionsn the atmosphereandearthsurfacefeatures.
d. Getfamiliarizedaboutvariousimageenhancemerdandimageprocessingechniques
e. Interpretimagesandpreparehematicmaps.

Curriculum Content
Unit-1: Fundamentals
RemoteSensingComponentsElectro Magnetic Spectrum;Radiometricquantities;Atmospheric
window; Spectralreflectanceof vegetation,soil and wateratmosphericinfluence on spectral
response patterns; Satellite systems and dataacquisitionstorageorbitsData formatsData
productsimage processing systemfactors to be consideredmage display systemdmage
samplingandquantizatiorBasicrelationshipbetweerpixels.
Unit-2: Sensor and Data Model
Classificationof remotesensors- selectionof sensoiparameters resolutionconcept- Spectral,
Radiometricandtemporalresolution— Imageformation— Histogram- spatialstatistics— Image
registrationandortho- rectification - Geometricand radiometriccorrection.Quality of imagesin
optical systems-imagingmode— photographicamera- opto-mechanicascanners- pushbroom
and whiskbroomcameras- Panchromaticmulti spectral, hyperspectrakcanners- geometric
charateristicsof scanner,imagery- LandsatSPOT,IRS, WorldView.
Unit-3: Image Enhancements
Spectralsignatures- Imagecharacteristicsfeaturespacescatterogrampoint, local andregional
operation— spatial feature and multi-image manipulationtechniges - principle component
analysis- Optimal Rotation Transformation- Scalespacetransform,wavelettransform.Multi-
image fusion. Sourcesof errorsin receiveddata— referencingscheme— data product output
medium— GeoTIFF,andHDF formats.
Unit-4: Information Extraction
Data products and their characteristics- Elementsof visual interpretation— Digital image
processing— Preprocessing- Image rectification — Image enhancementechniques— Image
classification— Supervisedand unsupervisedclassification algorithms for multispectral and
hyperspectraimages— Accuracy assessmenparametricClassification-Decision tree — other
Non - parametricclassifiers- subpixel andsuperpixel classification
Unit-5: Image Analysis and Change Detection
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Patternrecognition- boundarydetectionand representation textural and contextualanalysis-
decisionconceptsfFuzzysets- evidentialreasong - Hyper-spectralimageanalysis— Accuracy
assessmenExpertsystem Artificial NeuralNetwork— Casestudies
GeneralStepsrequiredwhile performingChangeDetection Land-Use/LandCoverClassification
SystemRemoteSensingSystemConsiderationand ChangeDetectionAlgorithm

Text Books

1. LilliesandandT.M. andKiefer, R.W., "RemoteSensingandimagelnterpretatior’, John
Wiley andSons,1994

2. MatherM. Paul®* C o mp Rrdcessingf RemotelySensedmagesAnl nt r od8ra t |
Edition, 2005.

Reference Books

1. CharlesElachiandJakobJ.vanZyl , IntroductionTo The PhysicsandTechniqueof
RemoteSensing Wiley Seriesn RemoteSensingandimageProcessing2006.

2. GeorgelosephFundamentalsf RemoteSensingSecondedition, UniversitiesPress

(India) Pvt Ltd, Hyderabad2005,ISBN: 81737153519788173715358

3. SabinsF.F.Jr,RemoteSensingPrinciplesandimageinterpretationW.H.Freemar& Co,1978

Teaching and Learning Strategy
The teachingof studentswill be conductedthrough power point lectures,tutorials, short classroom
exercisesaaimedat solvingreal life problems.The lecturematerialwill be availedto the studentdn LMS
to enablethemhaveappropriateeading.

Hardware and Software Requirement
Corei5; RAM > 4GB; 1 TB HardDisk; ILWIS 3.3onwindow platform(32/64bits)

List of Experiments
1.Demonstratiorof singleandmultivariatesatelliteimage
2.ReadingandGenerating-alseColour Compositg FCC); Extractingareaof Interest(AOI)
3.GeneratindHistogramof variousbands
4.Georeferencinghe baseémage
5.Geometriccorrectionof satelliteimage
6.Enhancementsingdifferenttechniques
7. Preparatiorof Landuse/lanccovermapusingSatelliteData
8. ClassificationusingNeuralNetworkandFuzzyLogic
9. AccuracyAssessmenandChangedetectionstudy
10. Introductionto Mat-Lab toolboxfor GIS
11. Extractionof variousfeatures
12. Preparatiorandanalysisof spectrakignaturesisinghandheldspectreradiometeifor
Vegetation Soil, Water,Stone/Rock
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1. Department offering the course Mathematics

2. Course Code MA451

3. Course Title Statistical Technique And Applications
4. Credits (L:T:P:C) 3:1:0:4

5. Contact Hours (L:T:P) 3:1:0

6. Prerequisites (if any)

7. Course Basket Open Elective

1. Course Summary
This course will introduce students about problem solving techniques using statistical fwalgidisan
overview of dataand different measuresThe courseincludesthe Bivariate distributions, marginal and
conditional densities, concept of correlation and regression analysialsdt includes the statistical
inference.

2. Course Objectives
The objective of this subjectis to give the basic knowledgeof descriptiveand mathematicalpartof
statistics. The course will makable the students to understand the association betweerahgdom
guantities ando find theirmathematicameasure.

3. Course Outcomes

On successful completion of the course, students shall be able to:

1. Analysegivenstatisticaldata.

2. Haveconfidenceo dealwith reallife situation.

3. Understanapplicationsof standardorobability distributionsin everyspanof life.
4. Findtheassociatiorbetweertwo randomquantitiesusingmathematicatheory.

4. Curriculum Content
Unit |

Measures of Central Tendenegathematical and positional. Measures of Dispersion: rqngile
deviation, mean deviation, standard deviation, coefficient of variation, Monadstslutenoments,
factorialmomentsskewnessndkurtosis,S h e p p @nredtibns.

Unit 11

Bivariate daa: Definition, scatter diagram, simple, partial and multiple correlation, rank correlation. Simple

linear regression.

Unit 111

Principle of least squares and fitting of polynomials and exponential curves. Theory of attributes
Independence and associatadrattributes, consistency of data, measures of association and contingency,
Yule’'s coefficient of colligation.

Unit IV

Testing of hypothesis:-Eest, ttest, Ftest, Chisquare test for goodness of fit, Introduction to analysis of
variance.

Text Books:

1. Gupta,S.C.andKapoor,V.K. (2007): Fundamentabf MathematicalStatistics] 1thEdition.
(Reprint), Sultan Chand & Sons.
2. Y.P. Agarwal (2012) Statistical Methods: Concepts,Application and Computatiori3rd

edition; Sterling Publishers.
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Reference Books:

1. FreundE F John, Mathematicalstatistics,6th edition, PrenticeHall International]l 999.

2. Hogg,R. V. andCraig, T. T. (1978) Introductionto MathematicalStatistics(FourthEdition)
(Collier-McMillan).

3. Rohatgi,V. K. (1988)Introductionto Probability Theoryand MathematicalStatistic§Wiley
Eastern).
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1. Department offering the course MCA

2. Course Code CAF703

3. Course Title Minor Project
4. Credits (L:T:P:C) 0:0:8:4

5. Contact Hours (L:T:P) 0:0:8

6. Prerequisites (if any)

7. Course Basket DC

Course Objectives

1. To develop skills in doing literature survey, model development and report preparation.

2.

To enable the students for writing and publishing a good research paper.

Course Outcomes

On successful completion of the course, students will be able to achieve the following:

Course
Outcome Statement
No.
Identify, analyze and formulate complex research problems in societal and environmental cq
CO1
Design and develop solutions to the identified problem applying knowledge of engin
CcCO?2 fundamentals, specialization and using resebeded knowledge.
Provide solutions to the complex research/real life based problems using modern engineeg
CG3 IT tools.
Work and manage projects as a team member or leader pragi@iessional and ethicg
Co4 responsibilities in multidisciplinary settings.
Communicate effectively the benefits of designed solutions to the problems in social be
CO5 Overcome the current / existing problem, Applicable for grant / funding)

Evaluation Scheme:

Evaluation Instrument Weightage

Day to Day evaluation by the guide 40

1 Synopsis (15)
1 Weekly Progess Evaluation by Guide (25)

Mid Term Presentation 20

End Term Presentation 40

1 Presentation (10)
9 Project Execution (20)
9 Project Report (10)

Total Marks

100
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FORMAT OF THE PROJECT REPORT

Binding Spiral Binding
Back Blue
Cover
Front Transparent
Cover
Margin 4 Cm
Binding | Top
of Margin 4Cm
Report | Bottom
Margin 4Cm
Left
Margin 4Cm
Right
Printing on| Title of the Report in capital letters (24 font size) Times New Roman
the Top
Printing on
Bottom Format is attached as Annexurel
Printing in
the middle
of  cover
Center
Contents
Abstract  [To convey brieflythe content of the Project
Inside e To draw attention to al/l new
of _ Chapters | The text should have suitable chapter number, titles anditkg with
Project pages numbered at the bottom center. The sequence of Chapter orgar
Report may be as below
e Introduction
* Related Work/Literature Surve
e Chapters (as per the work car
e Summary and Conclusions
e Scope for Future Work
* References
* Appendi x (optional, as requir
Numbering | Equationsare to be numbered in round brackets with Chapter informa
and Ex: Chapter2, first equation 2 . 1) ...
referring in | Title of the Figures must be written below the Figure and have t
text referred in the text beforehand. Fig. numbering is chapites as explaineg
for equations. 10 Title of the Tables must be written above the Tablé
have to be referred in the text beforehand. Table numbering is chapte
as explained for equations.
References| The references are to be listed in the order of its appearance tiexth

References are to be numbered within square brackets Ex: [1], [2].
For Book:

[1] W. C. Y. Lee, Mobile Communications Engineering: Theory i
Applications,2nd edition, McGrawill, 1997.

For Journal:
[ 2] L. A. Roy and D. P .s: Phegantaan(
Future,?” | EEE Co mp ut-89, Novevhber 20033 6

For Conference/Seminar etc:

[3] Q. Le, T. NgeQuynh and T. Magedanz, "RFiased multipath Routin
Protocols for Internet of Things on Wireless Sensor Networks," 7
Internatonal Conference on Advanced technologies

for Communications (ATC 2014), Hanoi, 2014,pp. 429.
Web Links:

[4]https://www.electroniasotes.com/articles/history/cellphonehistory/um

3g-mobile-phonehistory.ph
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Bride Course

Objectives: This handson bridge course provides introduction to algorithms, language fundamentals and builds &
strong foundation of programming skills in C.

UNIT-I
Introduction to algorithm, Flow charts, Algorithms for basic problems like Factorial, Fibonacci series, Prime
numbes, etc. and other simple problems, basic searching & sorting techniques.

UNIT 1

C language fundamentals: Character set, Key words, ldentifiers, data types, Constants and variables, Statem
Express ions and Operators, Precedence and Associativifjeddtors, Side effects, Type conversion, input and
output. Control structures: Decision making, branching and looping.

UNIT -111
Arrays and strings, functions in C, formal vs. actual arguments.

UNIT IV
Pointers: Pointer variable and its importance, Rointand arrays, Pointer and character strings, Pointers and
functions, Array of pointers, pointers to pointers

Passing Criteria: Pass with a minimum of 50% marks.

Evaluation Scheme: Quiz -20%, Labs-40%, Assignment 40%. No Mid Term Exam or End Term Exrao be
conducted.

Text books:
1. Behrouz A. Forouzan and Richard F. Gilberg. Computer Science: A@eddpproach Using C, Third

Edition, 2007, CENGAGE Learning India Pvt. Ltd., New Delhi.
2. E. Balguruswamy, "Programming in ANSI C', 4th edition, 200@Graw-Hill Publication, New Delhi.

Reference books;
1. Letus GYashwant Kanetkar.

2. K.R. Venugopal, S.R. Prasad, " Mastering C, McGHiWEducation India
3. K.N. King,"C ProgrammingA modern approach”, W.W. Norton
4. S. Prata,"C Primer plus", 5th Editidhearson Education India
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